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t. Key ex
hange proto
ols in the setting of universal 
ompos-ability are investigated. First we show that the ideal fun
tionality FKEof [CK02℄ 
annot be realized in the presen
e of adaptive adversaries. Wepro
eed to propose a modi�
ation F(i;j)KE , whi
h is proven to be realiz-able by two natural proto
ols for key ex
hange. Furthermore, suÆ
ient
onditions for se
urely realizing this modi�ed fun
tionality are given.Motivated by the observation that 
ertain key ex
hange proto
ols seemto guarantee more se
urity than the ideal fun
tionality FKE (resp., F(i;j)KE )demands, two notions of key ex
hange are introdu
ed that allow forse
urity statements even when one party is 
orrupted. Namely, a 
or-rupted \initiator" of a key ex
hange proto
ol has no in
uen
e on the keyagreed upon. Two natural key ex
hange proto
ols are proven to ful�llthe \weaker" of these notions, and a 
onstru
tion for deriving proto
olsthat satisfy the \stronger" notion is given.Keywords: formal 
ryptography, 
ryptographi
 proto
ols, universal
omposition, key ex
hange.1 Introdu
tionRe
ently, formal notions of se
urity for key ex
hange proto
ols have re
eiveda lot of attention (see, e. g. [BR95,BCK98,Sho99,CK01,CK02℄). An importantquestion not only for key ex
hange, but for 
ryptographi
 proto
ols in gen-eral, regards their se
urity under 
on
urrent 
omposition with other proto
ols.In [Can01℄, a very stri
t notion of se
urity is given whi
h guarantees universal
omposability of proto
ols. More spe
i�
ally, that means that given any se
ureproto
ol � whi
h utilizes an idealized version F of a proto
ol task (
alled an idealfun
tionality), another proto
ol � whi
h in turn se
urely realizes F 
an repla
ea polynomial number of instan
es of F in proto
ol � without 
ompromising theoverall se
urity of �.Key ex
hange proto
ols in this setting were studied in [CK02℄. However, aswe will show in the following, the se
urity notion of [CK02℄ 
annot be ful�lledwhen 
onsidering adaptive adversaries, whi
h may 
orrupt parti
ipants of theproto
ol at any time during the proto
ol exe
ution. In this 
ontribution we willtherefore provide a slightly modi�ed spe
i�
ation for key ex
hange realizable



in the presen
e of adaptive adversaries. Furthermore, two natural key ex
hangeproto
ols are proven se
ure in that sense. In fa
t, we investigate general suÆ
ient
onditions for key ex
hange proto
ols to be se
ure with respe
t to our notion.In view of universal 
omposability one must not restri
t attention to the 
asewhere the \initiator" and the \responder" of a key ex
hange are un
orruptedand need to be prote
ted against an adversary monitoring the 
ommuni
ation
hannel \from the outside". To be able to employ a key ex
hange proto
ol withina more 
ompli
ated proto
ol 
ontext it is ne
essary to spe
ify the behaviour ofa key ex
hange proto
ol also for the 
ase when the initiator or the responder are
orrupted. In [CK02℄, in fa
e of a 
orrupted initiator or responder, the adversarymay freely 
hoose the key whi
h is to be the out
ome of the key ex
hange proto-
ol. Investigating, e. g., a DiÆe-Hellman-like key ex
hange we observe that it isnot obvious how the initiator 
ould, if 
orrupted, let the adversary freely 
hoosethe key agreed upon. This leads to the natural question whether or not someknown key ex
hange proto
ols may in fa
t realize something stri
tly strongerthan a universally 
omposable key ex
hange as des
ribed in [CK02℄ (resp., inSe
tion 3 below). Spe
i�
ally, it seems that a DiÆe-Hellman-like key ex
hange is\initiator-resilient" in the sense that a 
orrupted initiator 
annot for
e the out-
ome of the key ex
hange to be some spe
i�
 key, whi
h 
ould then be knownto some third party or be some \weak" key of an en
ryption fun
tionality to beused after the key ex
hange.To make this intuition expli
it, we �rst give a very straightforward and in-tuitive ideal fun
tionality for initiator-resilient key ex
hange where even in 
aseof a 
orrupted initiator, the key agreed upon is 
hosen at random. It turns outthat this ideal fun
tionality 
an be realized se
urely, although it might be 
on-sidered \too restri
tive", as two natural and \intuitively initiator-resilient" keyex
hange proto
ols 
an be shown not to realize this ideal fun
tionality. Conse-quently, we introdu
e a slightly more involved ideal fun
tionality making use ofa non-information ora
le, as de�ned in [CK02℄.In the new ideal fun
tionalities introdu
ed in this 
ontribution, the adver-sary still has 
omplete 
ontrol over the out
ome of the key ex
hange when theresponder gets 
orrupted. Yet a 
lose inspe
tion of, e. g., a DiÆe-Hellman-likekey ex
hange proto
ol suggests that there exist key ex
hange proto
ols for whi
hthe in
uen
e ea
h individual party has on the key is limited. It is an interestingopen question if this additional property of 
ertain key ex
hange proto
ols 
anbe 
aptured in an appropriate ideal fun
tionality.2 PreliminariesTo start, we shortly outline the framework for multi-party proto
ols de�nedin [Can01℄. First of all, parties (denoted by P1 through Pn) are modeled asintera
tive Turing ma
hines (ITMs) (
f. [Can01℄) and are supposed to run some(�xed) proto
ol �. There also is an adversary (denoted A and modeled as anITM as well) 
arrying out atta
ks on proto
ol �. Therefore, A may 
orruptparties (in whi
h 
ase it learns the party's 
urrent state and the 
ontents of2



all its tapes, and 
ontrols its future a
tions), and inter
ept or, when assumingunauthenti
ated message transfer1, also fake messages sent between parties. If A
orrupts parties only before the a
tual proto
ol run of � takes pla
e, A is 
allednon-adaptive, otherwise A is said to be adaptive. The respe
tive lo
al inputsfor proto
ol � are supplied by an environment ma
hine (modeled as an ITMand denoted Z), whi
h may also read all outputs lo
ally made by the partiesand 
ommuni
ate with the adversary. Here we will only deal with environmentsguaranteeing a polynomial (in the se
urity parameter) number of total steps allparti
ipating ITMs run. For more dis
ussion on this issue, 
f. [HMQS03℄.The model we have just des
ribed is 
alled the real model of 
omputation.In 
ontrast to this, the ideal model of 
omputation is de�ned just like the realmodel, with the following ex
eptions: we have an additional ITM 
alled the idealfun
tionality F and being able to send messages to and re
eive messages fromthe parties privately (i. e., without the adversary being able to even inter
eptthese messages). The ideal fun
tionality may not be 
orrupted by the adversary,yet may send messages to and re
eive messages from it. Furthermore, the partiesP1; : : : ; Pn are repla
ed by dummy parties ~P1; : : : ; ~Pn whi
h simply forward theirrespe
tive inputs to F and take messages re
eived from F as output. Finally,the adversary in the ideal model is 
alled the simulator and denoted S. The onlymeans of atta
k the simulator has in the ideal model are those of 
orrupting par-ties (whi
h has the same e�e
t as in the real model), delaying or even suppressingmessages sent from F to a party, and all a
tions that are expli
itly spe
i�ed inF . However, S has no a

ess to the 
ontents of the messages sent from F tothe dummy parties (ex
ept in the 
ase the re
eiving party is 
orrupted) nor arethere any messages a
tually sent between (un
orrupted) parties S 
ould inter-
ept. Intuitively, the ideal model of 
omputation (or, more pre
isely, the idealfun
tionality F itself) should represent what we ideally expe
t a proto
ol to do.In fa
t, for a number of standard tasks, there are formulations as su
h idealfun
tionalities (see, e. g., [Can01℄).To de
ide whether or not a given proto
ol � does what we would ideallyexpe
t some ideal fun
tionality F to do, the framework of [Can01℄ uses a simu-latability-based approa
h: at a time of its 
hoi
e, Z may enter its halt state andleave output on its output tape. The random variable des
ribing the �rst bit ofZ 's output will be denoted by real�;A;Z(k; z) when Z is run on se
urity param-eter k 2 N and initial input z 2 f0; 1g� (whi
h may, in 
ase of a non-uniformZ , depend on k) in the real model of 
omputation, and idealF;S;Z(k; z) whenZ is run in the ideal model. Now if for any adversary A in the real model, thereexists a simulator S in the ideal model su
h that for any environment Z andany initial input z, we have thatjP(real�;A;Z(k; z) = 1)�P(idealF;S;Z(k; z) = 1)j (1)1 In [CK02℄, the model for message transfer is 
alled unauthenti
ated, even when ea
hordered pair (Pi; Pj) of parties is allowed to ex
hange one message in an authenti-
ated manner (i. e., the adversary is unable to fake su
h a message).3



is a negligible2 fun
tion in k, then proto
ol � is said to se
urely realize fun
tion-ality F .3 Intuitively, this means that any atta
k 
arried out by adversary A inthe real model 
an also be 
arried out in the idealized modeling with an idealfun
tionality by the simulator S (hen
e the name), su
h that no environment isable to tell the di�eren
e.Remark 1. In the framework of [Can01℄, the above de�nition of se
urity is equiv-alent to the seemingly weaker requirement that there is a simulator S so that (1)is a negligible fun
tion in k for any environment Z and input z, and the spe
ialreal-model dummy adversary ~A, whi
h follows expli
it instru
tions from Z .Remark 2. The original modeling of [Can01℄ does not involve an expli
it messagesent to the ideal fun
tionality upon party 
orruptions. Yet exa
tly this additionalfeature proved helpful in later works (e. g., [CK02,CLOS02℄) and in parti
ularallows to formulate key ex
hange fun
tionalities in a 
onvenient way. Note thatthis 
hange does not a�e
t the validity of the 
ru
ial 
omposition theorem provenin [Can01℄.Remark 3. In [Can01℄, the environment ma
hine is modeled as a non-uniformITM (i. e, as an ITM having input z = z(k) dependent on the se
urity parameterk). However, as the 
omposition theorem of [Can01℄ remains valid when restri
t-ing to uniform environment ma
hines (i. e., those with input not dependent onk, 
f. [HMQS03℄), it makes sense to alternatively 
onsider only uniform environ-ments where appropriate. In parti
ular, the proofs in the following se
tions holdfor both uniform and non-uniform environments; alone the respe
tive assump-tions (i. e., the de
isional DiÆe-Hellman assumption) have to be 
onsidered withrespe
t to the uniformity 
lass in question.3 Key Ex
hangeNow we are ready to show the ideal fun
tionality FKE from [CK02℄ (also given inAppendix A) to be non-realizable if adversaries are allowed to 
orrupt adaptively.The key observation in our argument is that in the formulation of [CK02℄, thefun
tionality FKE determines the 
ommon key later given to both parti
ipantsright after the respe
tive initialization messages arrived. Thus, an ideal-modeladversary has to 
ope with 
orruption requests right after the start of a simulatedproto
ol run, so at a time when the 
ommon key is already �xed by FKE. Morespe
i�
ally, the simulation is to be valid even if all proto
ol messages sent byone parti
ipant are 
hosen by the environment rather than the simulator itself;we show that this 
annot be a
hieved.42 A fun
tion f : N ! R is 
alled negligible, if for any 
 2 N, there is a k0 2 N su
hthat jf(k)j < k�
 for all k > k0.3 The formulation in [Can01℄ is slightly di�erent, but equivalent to the one 
hosenhere whi
h allows to simplify our presentation.4 Re
ently we learned that our atta
k is very similar to the atta
k of [Dam02℄ presentedon the bit 
ommitment fun
tionality FCOM from [Can01,CF01℄.4



Therefore we introdu
e a modi�ed key ex
hange fun
tionality and prove two
ommon proto
ols to be se
ure realizations hereof. In fa
t, these proto
ols arevery similar to the ones 
onsidered in [BCK98℄ for key ex
hange. However, ourkey ex
hange fun
tionality di�ers from FKE in several respe
ts: �rst, the 
om-mon key may be 
hosen by the ideal-model adversary if at the end of a simulatedproto
ol run, anyone of the parti
ipants is 
orrupted. Moreover, to ex
lude 
om-pli
ations 
onditional on the order and roles in whi
h parties are asked to performa key ex
hange, we de�ne a family fF (i;j)KE gPi;Pj of ideal fun
tionalities indexed bythe parties involved and thus impli
itly �xing the respe
tive roles they take in thekey ex
hange. We remark that there is also a subtlety regarding the distributionfrom whi
h the 
ommon keys are pi
ked. As with FKE from [CK02℄, we demandrandom k-bit strings (where k is the se
urity parameter) for keys. On the otherhand, the \raw" output resulting from a, say, DiÆe-Hellman-like key ex
hangemay be 
omputationally distinguishable from random k-bit strings, even underthe de
isional DiÆe-Hellman assumption. In the 
ase of DiÆe-Hellman-like keyex
hange proto
ols, we therefore follow the approa
h in [Sho99, Se
tion 5.2.2℄and use a family of pair-wise independent hash fun
tions to pass from randomgroup elements to random bitstrings. For pra
ti
al purposes one might well pre-fer to use a di�erent key derivation fun
tion, e. g., based on a 
ryptographi
 hashfun
tion like SHA-1 (
f. the dis
ussion of the hash DiÆe-Hellman assumptionin [ABR01℄); here we do not address su
h variants. (A formally suÆ
ient alter-native to this would be to parametrize FKE even further with possible outputdistributions.)So let's turn to proveProposition 1. Presuming authenti
ated links and no further set-up assump-tions, FKE, as spe
i�ed in [CK02℄, 
annot be se
urely realized by any two-partyproto
ol � terminating in stri
t polynomial time if adversarial 
orruption is adap-tive.Proof. Assume that � se
urely realizes FKE. Letm(k) be a polynomial boundingthe total number of messages sent between parties while performing �. Further-more, let's �x two distin
t parties Pi and Pj . To 
over ideal-model adversariesS whi
h do not guarantee timely delivery of the 
ommon key, we introdu
e thefollowing environment Z1 (expe
ting to be run with the dummy adversary ~A inthe real model):1. A
tivate Pi with (Establish-session,sid,Pi,Pj,initiator).2. A
tivate Pj with (Establish-session,sid,Pj,Pi,responder).3. Advise the adversary to deliver all messages between Pi and Pj , but at mostm(k) messages in total.4. If Pi or Pj outputs a key, 
all it �, resp. �; if both Pi and Pj output keys,output 1, else output 0.Sin
e � is terminating, in the real model Z1 always outputs 1. Moreover, as� se
urely realizes FKE, Z1 must also output 1 in the ideal model in all buta negligible fra
tion of runs. That means we may assume that in a \normal"5



proto
ol run of �, the ideal-model adversary eventually delivers output to theparties (ex
ept in a negligible fra
tion of runs). A similar argument shows that� must guarantee mat
hing keys (i. e., � = �) in all but a negligible fra
tion ofruns. To see this, we only need to modify Z1 in its fourth step, so that it outputs1 exa
tly if � = �.Now 
onsider the following environment Z2, whi
h also expe
ts to 
ommu-ni
ate with the dummy adversary ~A in the real model:1. Pi
k randomly (b;�b) 2 f(i; j); (j; i)g.2. A
tivate Pi with (Establish-session,sid,Pi,Pj,initiator).3. A
tivate Pj with (Establish-session,sid,Pj,Pi,responder).4. Instru
t the adversary to 
orrupt Pb and to dis
ard all messages possiblywaiting to be delivered from Pb to P�b.5. Perform proto
ol � in the role of Pb, therefore send and re
eive messagesthrough the 
orrupted \relay" Pb; let the adversary deliver all messagesbetween Pb and P�b.6. Compare the output value of P�b with the lo
al result of the key ex
hangeproto
ol performed with P�b over Pb; if both mat
h, output 1; otherwiseoutput 0.Now in the real model, the adversary ~A will follow pre
isely Z2's instru
tions;
onsequently, a \normal" run of proto
ol � will take pla
e between P�b (whi
hexpe
ts to talk to Pb) and Z2. As � = � with overwhelming probability, theprobability for Z2 to output 1 in the real model will be at most negligibly awayfrom 1.On the other hand, in the ideal model, the session key whi
h will be outputby the un
orrupted initiator P�b at the end of the simulated run of � (we'll 
allthis key � here) is �xed by FKE right after step 3, so at a time when neitherinitiator nor responder is 
orrupted. Consequently, � is pi
ked uniformly out off0; 1gk by FKE. (Of 
ourse, in step 4 the simulator is allowed to 
orrupt Pj andthereby may get to know �, but it is not able to in
uen
e �.) For mimi
king thereal model, S must now be able to 
onvin
e Z2 that the session key expli
itlynegotiated in step 5 is exa
tly �. In other words, either Z2 su

eeds in distin-guishing the real from the ideal model, or � o�ers the initiator as well as theresponder the possibility of \provoking" any output value �. In 
ase Z2 is nota su

essful distinguisher, we will 
onstru
t from Z2 an environment Z3 whi
hmust be su

essful in distinguishing real from ideal.Spe
i�
ally, 
onsider an environment Z3, whi
h is a modi�
ation of Z2.Namely, we modify Z2 only from the �fth step on, in whi
h Z2 performs proto
ol� in the role of Pb with P�b. Instead of playing the role of an \honest" Pb withuniformly sele
ted random tape, Z3 internally keeps a simulation of a 
ompleteideal model, in
luding simulated dummy parties P (s)1 ; : : : ; P (s)n , a simulated idealfun
tionality F (s)KE, and a simulation S(s) of the simulator S itself. However, therole of the environment in Z3's simulation is taken by a simulation Z(s)2 of Z2whi
h in its �rst step sele
ts b to be the �b of Z3 and vi
e versa. (To avoid 
onfu-sion, with b and �b, we mean in the following Z3's 
hoi
es of these variables.) The6



idea of this is to let Z(s)2 
orrupt P�b in the simulation and to let S(s) performa simulated run of � in the role of Pb with the non-simulated P�b (whose role istaken by S if we are in the ideal model). Therefore, all messages sent from P�bare forwarded to P (s)b and vi
e versa. Finally, Z3 outputs 1 exa
tly if the lo
aloutput of P�b mat
hes that of P (s)b . (Again, if either of them does not generateoutput after m(k) delivered messages, Z3 halts with output 0.)In the real model, sin
e we assumed Z2 not to be su

essful in distinguishingthe real from the ideal model, S(s) must be \su

essful" in performing a keyex
hange with a non-
orrupted party P�b whi
h yields as output exa
tly the keygenerated by the (simulated) ideal fun
tionality F (s)KE. As in Z3's simulation, thelatter output is eventually delivered to P (s)b , Z3 will output 1 with overwhelmingprobability in the real model.In the ideal model, either the proto
ol fails (i. e., either S or S(s) does notdeliver an output message from the ideal fun
tionality to an un
orrupted party),or the lo
al outputs of P (s)b and P�b are distin
t with overwhelming probability.(Note that FKE and the simulated F (s)KE have independent random tapes fromwhi
h they pi
k their respe
tive output values.) In any 
ase, Z3 outputs 0 in allbut a negligible fra
tion of runs in the ideal model, thereby distinguishing thereal from the ideal model. utNow we present a family fF (i;j)KE gPi;Pj of fun
tionalities intended to 
apturethe requirements for key ex
hange.5 More spe
i�
ally, the fun
tionality F (i;j)KE(presented in Figure 1) is aimed at modeling a key ex
hange between the partiesPi and Pj . This fun
tionality is derived from the fun
tionality FKE from [CK02℄,yet di�ers from it in several important aspe
ts, see the dis
ussion above.In the 
ase of authenti
ated 
ommuni
ation, we will show two 
ommon pro-to
ols to be se
urely realizing our key ex
hange fun
tionality. (For unauthenti-
ated 
ommuni
ation in the sense of [CK02℄, one 
an use, e. g., an existentiallyunforgeable signature s
heme to implement authenti
ated links.) Therefore, westart withDe�nition 1. A proto
ol �(i;j), parametrized by the indi
es of two parties Piand Pj , will be 
alled a universally 
omposable key ex
hange proto
ol, providedthat{ it has the same interfa
e as F (i;j)KE (with respe
t to 
ommuni
ation betweenZ and the parties),{ it involves 
ommuni
ation only between Pi and Pj ,{ when all messages between Pi and Pj are delivered, and neither Pi nor Pjgets 
orrupted, �(i;j) guarantees 
ommon output (i. e., mat
hing keys) 
om-putationally indistinguishable from random k-bit strings, even when all the
ommuni
ation between Pi and Pj is made publi
,5 Here and from now on, we assume pairs of parties over whi
h families of fun
tion-alities or proto
ols are indexed not to be of the form (i; i), i. e., we assume theparti
ipating parties to be distin
t. 7



Fun
tionality F(i;j)KEF(i;j)KE pro
eeds as follows, running on se
urity parameter k, with parties P1; : : : ; Pnand an adversary S.1. Wait to re
eive values (ready,sid) from the parties Pi and Pj and from theadversary S. When re
eiving (ready,sid) from either Pi or Pj , forward thismessage (in
luding the sender identity) to S.2. After having re
eived values (ready,sid) from Pi, Pj , and S (in any order),pro
eed as follows:(a) If both Pi and Pj are un
orrupted, 
hoose � R f0; 1gk.(b) If at least one of the parties Pi and Pj is 
orrupted, send a mes-sage (
hoose-key,sid) to the adversary S. Upon re
eiving an answer(key,sid,�) from S, extra
t the value of � from it.On
e � is set, send (key,sid,�) to Pi and Pj , and send (key,sid) to theadversary S. Then halt.Fig. 1. The modi�ed key ex
hange fun
tionality F(i;j)KE{ at the time the �rst party (either Pi or Pj) generates output, both Pi andPj have erased all proto
ol information other than the output unless they are
orrupted (i. e., Pi and Pj both hold only the output key in memory).It should be remarked that the last of the requirements in De�nition 1 
an beinterpreted as a spe
ial 
ase of the a
k property de�ned in [CK02℄, whereas therequirement for keys indistinguishable from random k-bit strings 
an be seen asa spe
ial 
ase of SK-se
urity (see [CK02℄).Example 1. Proto
ol dh(i;j)G;H (presented in Figure 2) is a variant of the 
om-mon DiÆe-Hellman key ex
hange proto
ol, derived from the proto
ol sig-dhof [CK02℄. At this G = fG�g� is a family of 
y
li
 groups of prime order with hardde
isional DiÆe-Hellman problem (
f., e. g., [Bon98, Se
tion 2℄). For ea
h grouphgi 2 G we denote by Hhgi = fHhgi;�g� a family of pair-wise indepedent hashfun
tions that is used to pass from group elements gxy to bitstrings Hhgi;�(gxy)where x; y 2 f1; : : : ; jhgij�1g: as the ideal fun
tionality F (i;j)KE 
hooses the key asa random bitstring �, we follow the approa
h in [Sho99, Se
tion 5.3.2℄ and assumethe parameters to be 
hosen su
h that the de
isional DiÆe-Hellman problem andthe entropy smoothing theorem (
f., e. g., [Lub96, Chapter 8℄) imply the 
om-putational indistinguishability of the distributions f(g; gx; gy; �;Hhgi;�(gxy))gkand f(g; gx; gy; �; �)gk|with � a random bitstring of length equal to the outputlength of Hhgi and k the se
urity parameter. We assume that for a group G 2 Gthat is asso
iated with se
urity parameter k, the output length of HG is exa
tlyk. While the proto
ol sig-dh in [CK02℄ assumes that a suitable group des
rip-tion along with a group generator is provided to the proto
ol parti
ipants as8



Proto
ol dh(i;j)G;HThese are instru
tions for two parties Pi and Pj to 
arry out a key ex
hange.Prior to a
ting upon these instru
tions, ea
h of the parties waits for an initial(ready,sid) input.1. Dependent on the se
urity parameter k, party Pi 
hooses a group hgi 2 Galong with a generator g. Then Pi 
hooses x R f1; : : : ; jhgij � 1g, 
al
ulates� = gx and sends (sid,D(g),�) to Pj , where D(g) is a des
ription of hgi whi
halso spe
i�es the generator g.2. Upon re
eiving from Pi a message (sid;D(g); �) with D(g) being a

eptablefor the 
urrent se
urity parameter, Pj 
hooses y R f1; : : : ; jhgij � 1g and arandom index � into the family Hhgi. Then Pj 
al
ulates � = gy, 
 = �y, and� = Hhgi;�(
), sends (sid; �; �) to Pi, and erases all lo
al information but �.3. Upon re
eipt of (sid; �; �) from Pj , Pi 
al
ulates 
 = �x and � = Hhgi;�(
),then erases all lo
al information but � and sends (sid,done) to Pj . Party Pithen outputs (key,sid,�) and halts.4. Upon re
eipt of (sid,done) from Pi, party Pj outputs (key,sid,�) and halts.Fig. 2. Proto
ol dh(i;j)G;H`initial information', in the proto
ol dh(i;j)G;H in Figure 2 a des
ription D(g) of asuitable group, in
luding the spe
i�
ation of a generator g, is expli
itly trans-mitted within the proto
ol. To avoid in
orre
t 
hoi
es by the initiator of thekey ex
hange, we assume that for given se
urity parameter and des
ription D(g)one 
an verify in stri
t polynomial time whether hgi 2 G holds and whetherthis group|and the spe
i�ed generator g|is an a

eptable 
hoi
e. Having inmind pra
ti
al proposals like IKEv2 [IKE03℄ or JFKi, JFKr [ABB+02℄ where theagreement on the spe
i�
 group is a relevant issue, this slightly more 
ompli
atedformulation seems a

eptable.From the 
onstru
tion it is 
lear that proto
ol dh(i;j)G;H ful�lls the requirementsfor a universally 
omposable key ex
hange proto
ol|note here that the use ofsigned messages is not ne
essary, as we assume authenti
ated 
ommuni
ation.Example 2. As another example, take a look at proto
ol pkke(i;j)PK in Figure 3,where PK = (K; E; D) is a semanti
ally se
ure publi
-key en
ryption s
heme(see [GM84℄). By the semanti
 se
urity of PK, an eavesdropped en
ryption ofthe se
ret key � reveals no information about � to a polynomially bounded ad-versary, and thus proto
ol pkke(i;j)PK satis�es all the requirements of De�nition 1and 
an be 
alled a universally 
omposable key ex
hange proto
ol.Proposition 2. Suppose we are in a model with authenti
ated links and trustederasures. Assume further that for two �xed di�erent parties Pi and Pj , proto
ol�(i;j) is a universally 
omposable key ex
hange proto
ol as de�ned above. Then�(i;j) se
urely realizes fun
tionality F (i;j)KE with respe
t to adaptive adversaries.9



Proto
ol pkke(i;j)PKThese are instru
tions for two parties Pi and Pj to 
arry out a key ex
hange.Prior to a
ting upon these instru
tions, ea
h of the parties waits for an initial(ready,sid) input.1. Party Pi generates a key pair (d; e) via (d; e) K(k) and sends the publi
 keye in form of the message (sid,e) to Pj while lo
ally storing the 
orrespondingprivate key d.2. Upon re
eiving a message (sid,e) from Pi, party Pj �rst 
hooses a randomk-bit string �, then 
omputes �'s en
ryption with respe
t to the publi
 key evia 
  E(e; �), sends (sid,
) to Pi, and erases all lo
al information ex
eptthe key �.3. Upon re
eiving (sid,
) from Pj , party Pi 
omputes the de
ryption � of 
 via� D(d; 
), then erases all lo
al information but �, sends (sid,done) to partyPj , and halts with output (key,sid,�).4. Upon re
eiving (sid,done) from Pi, party Pj outputs (key,sid,�) and halts.Fig. 3. Proto
ol pkke(i;j)PKProof. Consider the simulator S(i;j)� presented in Figure 4 mimi
king atta
ks
arried out by the dummy adversary ~A on proto
ol �(i;j).Fix an environment Z trying to distinguish between exe
ution of proto
ol�(i;j) together with the dummy adversary ~A and running with the ideal fun
-tionality F (i;j)KE and the simulator S(i;j)� . As parties di�erent from Pi and Pj arenot involved at all in proto
ol �(i;j), without losing generality we may assumeZ not to request 
orruptions of parties Pl with l 62 fi; jg.In a �rst step, we 
onsider a modi�ed Z whi
h we will 
all Z1 and whi
hinstead of 
orrupting Pi or Pj before any of them generated output, halts with arandom bit as output. We 
laim that Z1 has exa
tly the same su

ess probabilityin distinguishing real and ideal model as Z has. For proving this, note that Zhas 
ompletely identi
al views in the real and the ideal model before either Pior Pj generate output. But if either Pi or Pj gets 
orrupted before any of themgenerated output, by 
onstru
tion of F (i;j)KE and S(i;j)� , the simulator may 
hoosethe output value for the respe
tive other party and thereby simulate a proto
olrun exa
tly as in the real model. So asZ has 
ompletely identi
al views of the realand the ideal model in this 
ase, it 
annot do better than to toss a 
oin (therebydoing exa
tly what Z1 does). For on the one hand, we assumed authenti
atedlinks (so the adversary is only allowed to blo
k, but not to forge messages sent byun
orrupted parties), and on the other hand Z1 does not 
orrupt Pi or Pj whiletheir proto
ol output is being �xed (i. e., before one of them a
tually outputs itskey), Z1 is guaranteed mat
hing outputs of Pi and Pj both in the real and theideal model.Consider an environment Z2 whi
h internally simulates environment Z1 andoutputs whatever Z1 outputs. All 
ommuni
ation of Z1 with the parties and the10



The simulator S(i;j)�S(i;j)� internally keeps a simulation of two parties P (s)i and P (s)j running proto
ol�(i;j).{ Communi
ation with F(i;j)KE :� Upon re
eiving from F(i;j)KE a forwarded message (ready,sid) with initialsender Pl (where l 2 fi; jg), forward this message to P (s)l .� As soon as the �rst simulated party P (s)l , whose dummy 
ounterpart Plis not 
orrupted, produ
es output (whi
h we will 
all � here), store � andsend (ready,sid) to F(i;j)KE .� Upon re
eiving (
hoose-key,sid) from F(i;j)KE (whi
h by 
onstru
tion ofthe ideal fun
tionality 
an only happen when S(i;j)� signalized through itsready signal that it has output � available), send (key,sid,�) ba
k toF(i;j)KE .� Deliver output messages sent from the ideal fun
tionality to either Pi orPj exa
tly when the respe
tive simulated party P (s)l generated output inthe simulation.{ Communi
ation with Z:� When being requested by Z to 
he
k for messages sent by parties, re-ply that no messages were sent, ex
ept in the following 
ase: when thedummy party Pi is un
orrupted and the simulated party P (s)i wants tosend a message m to P (s)j , then, upon being asked by the environmentZ, 
laim that Pi wants to send m to Pj but do not yet deliver m in thesimulation (similarly for messages being sent from P (s)j to P (s)i when Pjis un
orrupted).� When being asked by Z to deliver a message m to some un
orrupted partyPl, store this request for future use and additionally, if l 2 fi; jg, deliverm to P (s)l in the simulation.� When being told by Z to 
orrupt some party Pl, �rst 
orrupt the dummyparty Pl to gather information about Z's 
ommuni
ation with Pl; thenprepare state information for Pl taking into a

ount all of Pl's 
ommuni-
ation with Z and all messages S(i;j)� was asked to deliver to Pl. Addi-tionally, if l 2 fi; jg and Pl has not done so before, let Pl send a readysignal to the ideal fun
tionality as soon as the 
orresponding session IDsid be
omes available to S. Moreover, if l 2 fi; jg, pro
eed as follows:(a) If S(i;j)� has not yet sent its ready signal to the ideal fun
tionality(i. e., if no simulated party P (s)t , whose 
ounterpart Pt is un
orrupted,produ
ed output), then deliver P (s)l 's internal state as Pl's internalstate.(b) If S(i;j)� sent its ready signal and therefore, the ideal fun
tionalitysent output to both Pi and Pj , then this output � is also known toS(i;j)� , as Pl has just been 
orrupted. So in this 
ase, prepare stateinformation for Pl 
onsistent with �. (This is possible by assumptionabout proto
ol �(i;j).)Fig. 4. The simulator S(i;j)�11



adversary is relayed, with the following ex
eption: if the simulated Z1 wishes toask the adversary to 
orrupt a party Pl (where l 2 fi; jg) after the �rst partygenerated output, then Z2 answers Z1's request on its own. It presents Z1 witha state of Pl that 
ontains as lo
al information only the key whi
h was output bythe �rst party. By assumption about proto
ol �(i;j) and the simulator S(i;j)� , thisis exa
tly what Z1 would have got both in the real and in the ideal model. Fromthis point on, Z2 ignores all output generated by the (a
tually un
orrupted)party Pl, as well as messages the adversary is asked to deliver in the name ofPl. As by assumption about proto
ol �(i;j), both Pi and Pj have already �xedtheir output, messages sent by a 
orrupted Pl would be ignored as well both inthe real and the ideal model. Consequently, Z1 will have identi
al views in thesimulation inside Z2 and running \live" with parties and an adversary. Then Z2has still exa
tly the same advantage in distinguishing the real model from theideal one as Z1 and therefore Z has, even though Z2 
orrupts neither Pi nor Pjat any point in time.We have just shown that we may restri
t to environments not 
orruptingany party. For su
h an environment, S(i;j)� simulates the 
ommuni
ation of a
omplete proto
ol run of �(i;j) in the ideal model exa
tly as it would happen inthe real model. Hen
e the only di�eren
e between real and ideal model is thevalue � output as a 
ommon key by both Pi and Pj . In the ideal model, this valueis a random k-bit string whi
h in general \does not �t" to the simulated proto
olrun of �(i;j); however as �(i;j) is a universally 
omposable key ex
hange proto
oland therefore has output 
omputationally indistinguishable from random k-bitstrings, there 
an be no environment Z distinguishing the real from the idealmodel. ut4 A Stronger Notion of Key Ex
hangeThe des
ription of FKE as well as the one of F (i;j)KE allows the adversary to freely
hoose the session key if at least one parti
ipating party is 
orrupted. This alsoholds for the `relaxed' key ex
hange fun
tionality FNRKE from [CK02℄ (
f. alsoAppendix A), and one may ask whether this \worst 
ase modeling" of 
orruptedparties is indeed justi�ed. E. g., in the proto
ol pkke(i;j)PK the 
onsequen
es of
orrupting Pi and of 
orrupting Pj are intuitively quite di�erent: a mali
iousparty Pj has 
omplete 
ontrol over the resulting key �, and it 
an, e. g., 
hoosea value for � that has been 
hosen earlier by some \outsider" Pa. If � is laterused to en
rypt messages sent by Pi, then the \outsider" Pa will be able toread all these messages without any 
ommuni
ation between Pj and Pa takingpla
e during or after the key ex
hange of Pi and Pj . For doing so, Pa does noteven have to eavesdrop the 
ommuni
ation between Pi and Pj during the keyex
hange. On the other hand, a 
orrupted Pi is not able to in
uen
e an honest
hoi
e of � performed by Pj .In the DiÆe-Hellman proto
ol dh(i;j)G;H a similar \asymmetry" exists, but thisproperty is not re
e
ted in the de�nitions of the mentioned key ex
hange fun
-12



tionalities, either. As in some situations an additional se
urity guarentee as pro-vided by dh(i;j)G;H and pkke(i;j)PK may be desirable, in the sequel we want to putthis observation on �rmer grounds. A natural modi�
ation of F (i;j)KE might bethe one presented in Figure 5. The fun
tionality F (i;j)KE+ guarantees random keyseven when Pi gets 
orrupted. However, as soon as Pj is 
orrupted, the adversarymay freely determine the 
ommon key � as with F (i;j)KE .Fun
tionality F(i;j)KE+F(i;j)KE+ pro
eeds as follows, running on se
urity parameter k, with parties P1; : : : ; Pnand an adversary S.1. Wait to re
eive values (ready,sid) from the parties Pi and Pj and from theadversary S. When re
eiving (ready,sid) from either Pi or Pj , forward thismessage (in
luding the sender identity) to S.2. After having re
eived values (ready,sid) from Pi, Pj , and S (in any order),pro
eed as follows:(a) If Pj is not 
orrupted, 
hoose � uniformly from f0; 1gk.(b) If Pj is 
orrupted, send a message (
hoose-key,sid) to the adversary S.Upon re
eiving an answer (key,sid,�) from S, extra
t the value of � fromit.On
e � is set, send (key,sid,�) to Pi and Pj , and send (key,sid) to theadversary. Then halt.Fig. 5. The key ex
hange fun
tionality F(i;j)KE+Remark 4. Unfortunately, neither proto
ol dh(i;j)G;H nor proto
ol pkke(i;j)PK se-
urely realizes F (i;j)KE+. This holds also for the \side-reversed" versions dh(j;i)G;Hand pkke(j;i)PK . To see this, 
onsider the following environment Z , expe
ting tobe run with the dummy adversary in the real model: Z �rst 
orrupts Pi and doeseverything Pi would do to 
arry out a key ex
hange with Pj , thereby 
ommu-ni
ating over the 
orrupted \relay party" Pi with Pj . When Pj �nally outputsa key, Z 
he
ks if it is the same Z itself generated in its key ex
hange with Pj .If and only if this is the 
ase, Z outputs 1. Furthermore, when Pj outputs nokey at a time it should do in the real model or Pj sends messages of the wrongformat or no messages at all, Z outputs 0.For a very brief analysis, �rst note that by 
onstru
tion of the proto
ols inquestion, Z always outputs 1 in the real model. On the other hand, in the idealmodel with fun
tionality F (i;j)KE+, regardless of the simulator S and the messagessimulated between Pi and Pj , Pj 's output is 
hosen uniformly from f0; 1gk sin
eonly Pi, but not Pj is 
orrupted. So Pj outputs the key Z lo
ally generated in itskey ex
hange only in a negligible fra
tion of runs and thus, Z outputs 0 in the13



Proto
ol pad(i;j)These are instru
tions for two parties Pi and Pj to 
arry out a key ex
hange.Prior to a
ting upon these instru
tions, ea
h of the parties waits for an initial(ready,sid) input. Furthermore, the parties expe
t to be run in the F(i;j)KE -hybridmodel, i. e., with a

ess to a polynomial number of instan
es of the ideal fun
tion-ality F(i;j)KE .1. Immediately after having re
eived the initial (ready,sid) message, Pi as wellas Pj sends the message (ready,0) to the F(i;j)KE -instan
e with session ID 0.2. Then Pj , after having re
eived the key �� from this instan
e of F(i;j)KE , uniformly
hooses  2 f0; 1gk and 
al
ulates � =  ���. It then erases all lo
al informationbut � and sends (sid, ) to Pi.3. Upon re
eiving a message (sid, ) and after having re
eived a key �� from theF(i;j)KE -instan
e with session ID 0, Pi �rst 
al
ulates � =  � �� and erases alllo
al information but �. Then Pi sends (sid,done) to Pj , outputs (key,sid,�),and halts.4. Upon re
eipt of (sid,done) from Pi, party Pj outputs (key,sid,�) and halts.Fig. 6. Proto
ol pad(i;j)ideal model with overwhelming probability. Hen
e Z serves as a distinguisherbetween any of the abovementioned proto
ols and F (i;j)KE+, as stated in Figure 5.In the next se
tion a relaxation of F (i;j)KE+ is given, whi
h yields a \stronger"se
urity notion than F (i;j)KE but still is se
urely realized by dh(i;j)G;H and pkke(i;j)PK .Consider proto
ol pad(i;j) given in Figure 6. As it makes use of exa
tly oneinstan
e of the ideal fun
tionality F (i;j)KE , it 
an be seen as an extension toany proto
ol intended to realize F (i;j)KE . In the next proposition, we will showpad(i;j) to be se
urely realizing F (i;j)KE+. By the 
omposition theorem of [Can01℄,this means that for any proto
ol � whi
h se
urely realizes F (i;j)KE , the extensionpad(i;j)� (whi
h is essentially proto
ol pad(i;j), but 
anoni
ally uses instan
es of� as subproto
ols instead of talking to instan
es of F (i;j)KE ) is guaranteed to stillrealize F (i;j)KE+ se
urely.So we have the interesting situation that neither dh(i;j)G;H nor pkke(i;j)PK se
urelyrealizes F (i;j)KE+ \by itself", but already simple re�nements of these proto
ols doso. Namely, sin
e both of them se
urely realize F (i;j)KE , their extensions pad(i;j)� ,with � taken as one of them, se
urely realize F (i;j)KE+.Proposition 3. Proto
ol pad(i;j) se
urely realizes F (i;j)KE+ in the F (i;j)KE -hybridmodel with respe
t to adaptive adversaries.Proof. For any hybrid-model adversary H, we des
ribe a simulator S = SHmimi
king atta
ks 
arried out by H in the hybrid model. S internally runs a14



simulation of a 
omplete run of pad(i;j) in the hybrid model, in
luding partiesP (s)1 ; : : : ; P (s)n , the adversary H, and (as needed) instan
es of the ideal fun
tion-ality F (i;j)KE . Yet all 
ommuni
ation of the simulated H with the environment isforwarded to the (non-simulated) environment Z with whi
h S is to intera
t.That means, in
oming messages from Z are forwarded to H and vi
e versa.The idea is to give Z a 
omplete view of a hybrid-model run with adversaryH. By 
onstru
tion, the des
ribed simulation already does this job well, with twoex
eptions: by de�nition, Z is informed about 
orruptions as they take pla
e.The solution to this issue is easy: every time H 
orrupts a party P (s)l in thesimulation, S �rst 
orrupts the 
orresponding party Pl in the ideal model. Thestate of Pl with whi
h Z possibly expe
ts to be supplied is then delivered bythe simulated H. Furthermore, if Pl has not yet sent its ready signal to theideal fun
tionality, S lets Pl do that as soon as the 
orresponding session IDsid be
omes available to S. (This is to allow the ideal fun
tionality to generateoutput even in fa
e of 
orrupted parties whi
h did not yet send a ready signal.)The other thing whi
h has to be taken 
are of is the 
ommuni
ation of Z withthe parties Pl in the ideal model. The messages sent (as input) to and re
eived(as output) from these parties by Z have to be 
onsistent with the view of thehybrid-model exe
ution by Z . This is a little more involved and we des
ribe oursolution in detail.In proto
ol pad(i;j), only the respe
tive �rst message of the form (sid,ready)to Pi or Pj has some e�e
t, all other messages are ignored.6 Yet by 
onstru
tionof F (i;j)KE+, S is informed about exa
tly these inputs as they arrive. So when Sis informed about a message (sid,ready) whi
h Pl (l 2 fi; jg) got as input, itimmediately forwards this as input to the simulated party P (s)l .It remains to take 
are of the output behaviour of the parties. We des
ribethe ne
essary modi�
ations:{ When the simulated party P (s)j sends a message (sid, ) to P (s)i at a timeP (s)i , but not P (s)j is 
orrupted, then S temporarily stops the simulation,sends (sid,ready) to F (i;j)KE+ and delivers to Pi (i. e., to itself, sin
e Pi is
orrupted) the key � whi
h is sent from F (i;j)KE+ to Pi. It then sets � = �� ��(where �� is the key P (s)j re
eived from F (i;j)KE ) and modi�es the internal stateof P (s)j so to hold only the se
ret key � from F (i;j)KE+ instead of ���  .Consequently, the 
orresponding message (sid, ) is then altered to read(sid, � ) and the simulation is 
ontinued. Note that � as a random variablehas uniform distribution over f0; 1gk be
ause � has and is, as a randomvariable, independent of �� (even when H 
hooses ��); that means that the6 Formally, even ignored input messages are not deleted by the parties, so when H
orrupts a party P (s)l in the simulation, then S, after 
orrupting Pl in the idealmodel as des
ribed, �rst has to modify the state of P (s)l so as to take into a

ountpossibly ignored inputs Pl re
eived from Z.15



pad � \looks" exa
tly as if generated by P (s)j itself and thus this does notdisturb the authenti
ity of the hybrid-model simulation.{ When an un
orrupted simulated party (say, P (s)l , where l 2 fi; jg) generatesoutput, then S has to deliver the 
orresponding output message 
ontainingthe 
ommon key from F (i;j)KE+ to Pl. If the key has not yet been determined,S �rst sends (sid,ready) to F (i;j)KE+. (When Pj is 
orrupted at that time, Sis additionally asked for the 
ommon key. It then replies with the key P (s)lprodu
ed.){ The one 
ase in whi
h the output of the simulated pad(i;j) still di�ers fromthat in the ideal model is the 
ase in whi
h at the time the message (sid, )is delivered from P (s)j to P (s)i , neither of them is 
orrupted.This is no problem when nobody gets 
orrupted later, sin
e then H hasno information about the key agreed upon in the simulation. On the otherhand, we have to take that into 
onsideration upon later 
orruptions of P (s)ior P (s)j . Namely, if in the situation in question a later 
orruption of P (s)i isrequested byH, and the message just mentioned is not yet delivered, the key�� delivered from an instan
e of F (i;j)KE has to be repla
ed by ��  in P (s)i 'smemory; here, � denotes the key generated by F (i;j)KE+ in the ideal model.Upon a later 
orruption of P (s)i or one of P (s)j , we only have to repla
e thekey they lo
ally hold as output by �. (Note that � is a

essible to S upon
orruption of the 
orresponding dummy party Pl.)Again, if the key � generated in the ideal model is not yet determined, S�rst 
orrupts Pl (where P (s)l is the respe
tive party to be 
orrupted in thesimulation), then sends (sid,ready) to F (i;j)KE+, possibly 
hooses the 
ommonkey (in that 
ase S 
hooses it at random), and delivers to Pl (i. e., to itself)the 
ommon key just generated. Furthermore, sin
e no information aboutthe key �� is revealed to H when neither P (s)i nor P (s)j is 
orrupted, theabove modi�
ations still yield a \valid" view of a proto
ol exe
ution in thehybrid model to H and therefore to Z . (Note that the value ��  repla
edfor F (i;j)KE 's output in the hybrid model has uniform output distribution, asin our 
ase,  is pi
ked uniformly and in parti
ular independent of �, for Pjis by assumption not 
orrupted when pi
king  .)By the above dis
ussion, in any 
ase, S provides Z with an \authenti
-looking",
omplete view of the hybrid model. utIn prin
iple, the proto
ol pad(i;j) is suÆ
ient for se
urely realizing F (i;j)KE+ onthe basis of a DiÆe-Hellman-like key ex
hange like dh(i;j)G;H . However, the addi-tional 
ommuni
ation introdu
ed by proto
ol pad(i;j) might seem super
uouswhen dealing with a proto
ol like pkke(i;j)PK , whi
h intuitively provides the de-sired additional se
urity guarantee \by itself". In the next se
tion, we show howto 
at
h this intuition by means of a suitable ideal fun
tionality.16



5 An Additional Se
urity Guarantee of dh(i;j)G;H and pkke(i;j)PKAs explained in Remark 4, we 
annot hope that pkke(i;j)PK or dh(i;j)G;H provide ase
ure realization of F (i;j)KE+. To show that these proto
ols do in fa
t guaranteestri
tly more than needed for realizingF (i;j)KE , we utilize so-
alled non-informationora
les, a tool that has been introdu
ed in [CK02℄:De�nition 2. Let N be an ITM with stri
t polynomial running time. Then Nis a non-information ora
le if no ITM M, having intera
ted with N on se
u-rity parameter k, 
an distinguish with non-negligible probability between the lo
aloutput of N and a value drawn uniformly from f0; 1gk.Example 3. In the proof of the next proposition, we will make use of the followingITM NG;H (with G;H as in Example 1): when a
tivated for the �rst time, NG;Hrandomly 
hooses h�gi 2 G (in dependen
e of the se
urity parameter), two values�x; �y 2 f1; : : : ; jh�gij � 1g, and a random index �� into the family Hh�gi. Then NG;Hsends a des
ription D(�g) (as in Example 1) as well as �� = �g�x, �� = �g�y, and�� to the ITM it intera
ts with. After this, when re
eiving a message a

ept,it lo
ally outputs Hh�gi;��(�g�x�y) and halts. On the other hand, upon re
eiving avalue reje
t, NG;H sends �x and �y to the ITM it intera
ts with and waits tore
eive a pair (D(g0); �) with D(g0) des
ribing a hg0i 2 G that is a

eptable forthe 
urrent se
urity parameter and � 2 hg0i n f1g. Then NG;H uniformly sele
tsr 2 f1; : : : ; jhg0ij � 1g and an index �0 into the family Hhg0i, lo
ally outputsHhg0i;�0(�r), and halts.We 
laim that under the de
isional DiÆe-Hellman assumption,NG;H is a non-information ora
le. To show this, assume that there is an ITM M that, afterrunning with NG;H, su

essfully distinguishes (i. e., di�ers in its output distri-bution) the lo
al output of NG;H from a random k-bit string. When we modifyM to never issue a reje
t message (possibly followed by some (D(g0); �)), butinstead to send an a

eptmessage and to halt with random output without evenlooking at the 
hallenge, this 
annot downgradeM's advantage in distinguish-ing. This is so sin
e in 
ase of a reje
t message, followed by some (D(g0); �)with � 2 hg0inf1g, NG;H outputs the hash value of a uniformly sele
ted elementfrom hg0i n f1g (for hg0i is of prime order and therefore hg0i = h�i), this groupelement about whi
hM has no information whatsoever.ThusM is able to distinguish random k-bit strings from the hash values ofgroup elements �g�x�y 2 h�gi n f1g. By the universal hash property of Hh�gi, thismeans thatM 
an also distinguish triples (�g�x; �g�y; �g�x�y) from triples (�g�x; �g�y; �gr),hen
e 
ontradi
ting the de
isional DiÆe-Hellman assumption.7Now we are ready to give the de�nition of a key ex
hange fun
tionality whi
h,on the one hand, guarantees \essentially" random keys whi
h are not predi
tableor in
uen
able by the adversary even when one party is 
orrupted. Yet, on the7 Formally, M only distinguishes triples (�g�x; �g�y; �g�x�y) from triples (�g�x; �g�y; �gr) bothsubje
t to the 
ondition �x; �y; r 6= 0. Yet when 
hoosing �x, �y, and r at random, thishappens only in a negligible number of 
ases, and thus 
an be negle
ted.17



Fun
tionality FN ;(i;j)KE+FN ;(i;j)KE+ pro
eeds as follows, running on se
urity parameter k, with partiesP1; : : : ; Pn and an adversary S.1. Invoke a new 
opy of N with fresh random input. Allow S to intera
t withN , i. e., to re
eive messages from and send messages to N . If Pi or Pj gets
orrupted at a time N already produ
ed output, or N produ
es output at atime at least one of these parties is 
orrupted, send the 
omplete state of N(in
luding randomness and in parti
ular the lo
al output) to the adversary.(Of 
ourse, after step 3, FN ;(i;j)KE+ has halted and this is no longer possible.)2. Wait to re
eive values (ready,sid) from the parties Pi and Pj and from theadversary S. When re
eiving (ready,sid) from either Pi or Pj , forward thismessage (in
luding the sender identity) to S.3. After having re
eived values (ready,sid) from Pi, Pj , and S (in any order),and after N produ
ed lo
al output, pro
eed as follows:(a) If neither Pi nor Pj is 
orrupted, 
hoose � uniformly from f0; 1gk.(b) If only Pi is 
orrupted, but not Pj , set � to the lo
al output of N .(
) If Pj is 
orrupted, send a message (
hoose-key,sid) to the adversary S.Upon re
eiving an answer (key,sid,�) from S, extra
t � from it.On
e � is set, send (key,sid,�) to Pi and Pj , and send (key,sid) to theadversary. Then halt.Fig. 7. The key ex
hange fun
tionality FN ;(i;j)KE+other hand, this fu
tionality is se
urely realized by both dh(i;j)G;H and pkke(i;j)PK .(As with F (i;j)KE+, the party whi
h \may" safely be 
orrupted without losing thefeature of random keys needs to be �xed in advan
e.) More spe
i�
ally, 
onsiderthe family fFN ;(i;j)KE+ gN ;Pi;Pj , parametrized by a non-information ora
le N andthe indi
es of two parties Pi and Pj , spe
i�ed in Figure 7.Proposition 4. Presuming authenti
ated links and trusted erasures, proto
oldh(i;j)G;H se
urely realizes fun
tionality FN ;(i;j)KE+ with respe
t to adaptive adversariesfor an appropriate non-information ora
le N = NG;H under the de
isional DiÆe-Hellman assumption.Proof. As already mentioned above, N = NG;H is the non-information ora
lefrom Example 3. We now present a simulator S mimi
king atta
ks 
arried outby the dummy adversary on proto
ol dh(i;j)G;H . The idea behind the simulation isas follows: S is provided with a trans
ript of a DiÆe-Hellman key ex
hange byN . It then simulates messages from this trans
ript between Pi and Pj . When oneof the parties is 
orrupted, N (resp., FN ;(i;j)KE+ ) provides S with 
orrespondingse
ret information 
onsistent with the proto
ol trans
ript. Furthermore, if Pi is
orrupted, S has the 
han
e to perform the \se
ond half" of a key ex
hange withN to provide Z with a 
onsistent view of a party a
tually taking part in the key18



ex
hange. If Pj is 
orrupted, S may even pi
k the 
ommon key freely, re
e
tingthat the message sent from Pj to Pi in the DiÆe-Hellman key ex
hange fullydetermines this 
ommon key.So S behaves exa
tly like the simulator S(i;j)� from the proof of Proposition 2(with proto
ol dh(i;j)G;H taken as �), with the following ex
eptions:{ When being supplied by N with D(�g), ��, ��, and ��, S stores these for futureuse. (Note that this happens at the �rst a
tivation of the ideal fun
tionality,so before the a
tual proto
ol simulation takes pla
e.){ When the simulated P (s)i wishes to send a message (sid,D(g),�) to P (s)j ,and Pi is not 
orrupted, S simulates a message (sid,D(�g),��) from Pi to Pjinstead.{ When P (s)j is delivered a message (sid,D(g),�) with � 2 hginf1g, and Pj isun
orrupted, then S pro
eeds as follows: if Pi is un
orrupted (then we have� = �� and D(g) = D(�g)), S sends a

ept to N and simulates a message(sid,��,��) from Pj to Pi; if, on the other hand, Pi is 
orrupted, S sends(D(g); �) to N and, when re
eiving N 's 
omplete state (whi
h by de�nitionhappens immediately afterwards), simulates a message (sid,gr,�0) from Pjto Pi, where r and �0 are extra
ted from N 's state.{ When S is requested to 
orrupt Pi, then P (s)i 's internal state �rst has to bemodi�ed so as to mat
h the simulated proto
ol exe
ution. If Pi already erasedinternal data, only the 
ommon key has to be a
quired from either N 's state(if so far, no un
orrupted party generated output) or from FN ;(i;j)KE+ itselfby 
orrupting the dummy party Pi and, if ne
essary, delivering FN ;(i;j)KE+ 'soutput message to Pi. If, on the other hand, P (s)i already 
hose, but did notyet erase its se
ret exponent x, S has to obtain the 
orresponding se
retexponent �x from N : if P (s)j has not yet re
eived its �rst message from P (s)i ,S does this by sending reje
t to N (by de�nition, N immediately replieswith �x and �y); else, S has already sent a

ept to N and therefore gets toknow N 's 
omplete state immediately. Now S modi�es the internal state,whi
h is sent to Z as that of Pi, to be 
onsistent with the exponent �x andthe group des
ription D(�g).{ When S is requested to 
orrupt Pj at a time S has already simulated amessage ba
k from Pj to Pi, S has to provide Z with a key 
onsistentwith the pre
eding proto
ol trans
ript. (Note that Pj erases all other se
retinformation in the same a
tivation it generates it, so S needs never providesu
h \temporary se
rets".) If no un
orrupted party generated output so far,S 
an obtain this 
ommon key by extra
ting N 's output from N 's state,with whi
h FN ;(i;j)KE+ provides S upon 
orruption of Pj . However, if someparty already generated output, the ideal fun
tionality already halted andtherefore, the 
ommon key has to be a
quired by 
orrupting the dummyparty Pj and possibly delivering the output message from FN ;(i;j)KE+ to Pj .The analysis of S is very similar to that of S(i;j)� in the proof of Proposition 2;we therefore only treat the di�eren
es 
aused by the above modi�
ations. First,19



note that the states of 
orrupted parties with whi
h S supplies the environmentma
hine are by 
onstru
tion always 
onsistent with the messages sent by therespe
tive party prior to its 
orruption. In parti
ular, this holds although themessages simulated by S between Pi and Pj are in general not those sent betweenP (s)i and P (s)j .Moreover, by 
onstru
tion, the 
ommon key agreed upon in the ideal modelis 
onsistent with the messages between Pi and Pj as long as at least one of themis 
orrupted: when Pi is 
orrupted before its �rst message to Pj is delivered, the
ommon key is 
onsistent with the sent messages sin
e N then �xes the keya

ording to the message a
tually sent to an un
orrupted Pj . Later 
orruptionsof Pi do not in
uen
e the key. When Pj is 
orrupted, S may freely 
hoose the keyand 
an thereby guarantee 
onsisten
y of the 
ommon key by itself exa
tly asS(i;j)� . If, on the other hand, neither Pi nor Pj gets 
orrupted, then the 
ommonkey is indistinguishable from k-bit random strings by the universal hash propertyof Hhgi in 
ombination with the de
isional DiÆe-Hellman assumption.Putting all this together, we 
an now apply the argumentation of the proofof Proposition 2. utProposition 5. When supposing authenti
ated links and trusted erasures, pro-to
ol pkke(i;j)PK se
urely realizes fun
tionality FN ;(i;j)KE+ with respe
t to adaptiveadversaries for an appropriate non-information ora
le N = NPK on
e PK is asemanti
ally se
ure publi
-key 
ryptosystem.Proof. The proof is very similar to the proof of Proposition 4, yet mu
h easier, asby 
onstru
tion of pkke(i;j)PK , Pj may 
hoose the 
ommon key by itself. The non-information ora
le N = NPK generates a key pair ( �d; �e) via the key generationalgorithm K (internally invoked on input k) and stores it. Then N 
hooses arandom k-bit string ��, en
rypts it via �
  E(�e; ��) and sends the publi
 key �eand the 
iphertext �
 to the ITM it intera
ts with. It then lo
ally outputs �� andhalts. By the semanti
 se
urity of PK, N has the non-information property.We shortly des
ribe the simulator S mimi
king atta
ks 
arried out by thedummy adversary on pkke(i;j)PK . In parti
ular, S di�ers from the simulator S(i;j)�(with proto
ol pkke(i;j)PK taken as �) only as follows: when Pi is un
orrupted atthat time, S repla
es an initial message (sid,e) sent from P (s)i to P (s)j with amessage (sid,�e), where the publi
 key �e together with a 
iphertext �
 is obtainedfrom N at the beginning of the proto
ol run. Consequently, a message (sid,
)sent ba
k from P (s)j (with un
orrupted Pj) to P (s)i is repla
ed by a simulation ofthe message (sid,�
). Upon 
orruption requests of Pi (resp., Pj), S �rst modi�esthe internal data of P (s)i (resp., P (s)j ) to be 
onsistent with �e, �d, and �� (resp., �e,�
, and ��), where upon su
h a 
orruption, �d and �� are extra
ted from N 's statewith whi
h S is supplied. utRemark 5. The requirement for trusted erasures might seem a bit hard. If oneis willing to give up perfe
t forward se
re
y, one 
an modify FN ;(i;j)KE+ so as to berealizable by the non-erasing 
ounterparts of the proto
ols dh(i;j)G;H and pkke(i;j)PK .20



Namely, FN ;(i;j)KE+ has to be modi�ed to ask the non-information ora
le N fora key even when neither Pi nor Pj is 
orrupted at the time the key is �xed.Furthermore, FN ;(i;j)KE+ must not halt after having sent the key to Pi and Pj ;instead, even upon later 
orruptions of Pi or Pj , it has to send the 
ompletestate of the (terminated) non-information ora
le N to supply the adversary withthe (in the real model non-erased) se
ret information of the simulated parties.6 Con
lusionsThe above dis
ussion shows that a universally 
omposable notion of key ex-
hange, as expressed through the fun
tionality F (i;j)KE , 
an be realized throughquite natural key ex
hange proto
ols. However, additional se
urity guaranteeswhi
h are provided, e. g., by the des
ribed DiÆe-Hellman based realization ofF (i;j)KE are not re
e
ted by fun
tionalities like FKE, FNRKE, or F (i;j)KE , and we haveshown that at least a part of these additional qualities 
an be 
aptured by anappropriately \strengthened" fun
tionality that makes use of a non-informationora
le.Nevertheless, for all notions of key ex
hange dis
ussed above, the adversaryhas 
omplete 
ontrol over the result of the key ex
hange, if the \wrong" partyis 
orrupted, and it seems that a DiÆe-Hellman-like key ex
hange proto
ol 
anallow for a stronger guarantee. E. g., for appropriate families Hhgi the followingvariation of dh(i;j)G;H seems to limit the possibilities of a 
orrupted Pj somewhatmore: let Pj 
hoose and send the index � into the family Hhgi dire
tly after Pihas �xed the group des
ription D(g) (and before � = gx is re
eived). In thisproto
ol it is not obvious how Pj 
ould for
e a spe
i�
 key|even if the index �is not 
hosen at random.It remains an interesting open question if su
h additional guarantees of 
er-tain key ex
hange proto
ols 
an be 
aptured through an appropriate ideal fun
-tionality in the framework of universal 
omposition.A
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A The fun
tionalities FKE and FNRKE of [CK02℄Fun
tionality FKEFKE pro
eeds as follows, running on se
urity parameter k, with parties P1; : : : ; Pnand an adversary S.1. Upon re
eiving a value (Establish-session,sid,Pi,Pj,role) from someparty Pi, re
ord the tuple (sid; Pi; Pj ; role) and send this tuple to the adver-sary. In addition, if there already is a re
orded tuple (sid; Pj ; Pi; role0) (eitherwith role0 6= role or role0 = role) then pro
eed as follows:(a) If Pi and Pj are un
orrupted then 
hoose � R f0; 1gk, send (key,sid,�)to Pi and Pj , send (key,sid,Pi,Pj) to the adversary, and halt.(b) If either Pi or Pj is 
orrupted, then send a message (Choose-value,sid,Pi,Pj) to the adversary; re
eive a value � from the adversary, send(key,sid,�) to Pi and Pj , and halt.2. Upon 
orruption of either Pi or Pj , pro
eed as follows. If the session key is notyet sent (i. e., it was not yet written on the outgoing 
ommuni
ation tape),then provide S with the session key. Otherwise provide no information to S.Fun
tionality FNRKEFNRKE is parametrized by a non-information ora
le N and pro
eeds as follows,running with se
urity parameter k, parties P1; : : : ; Pn and adversary S.1. Upon re
eiving a value (Establish-session,sid,Pi,Pj,role) from someparty Pi, re
ord the tuple (sid; Pi; Pj ; role) and send this tuple to the ad-versary. In addition, if there already is a re
orded tuple (sid; Pj ; Pi; role0) thenpro
eed as follows:(a) If both Pi and Pj are un
orrupted then send (key,sid,Pi,Pj) to theadversary, and invoke N with fresh random input. Whenever N generatesa message, send this message to the adversary. Whenever the adversarysends a message to N , forward this message to N . When N generates lo
aloutput �, send (key,sid)a to the adversary. When re
eiving (ok,sid,l)from the adversary, where l 2 fi; jg, send (key,sid,�) to Pl.(b) If either Pi or Pj is 
orrupted, then send a message (Choose-value,sid,Pi,Pj) to the adversary; re
eive a value � from the adversary, send(key,sid,�) to Pi and Pj .2. If the adversary S 
orrupts Pl, l 2 fi; jg, before the message addressed to Plin Step 1 is sent, then provide the adversary with the internal state of N . If a
orruption o

urs after this message has been sent then S re
eives nothing.a Sin
e Figure 10 of the full version of [CK02℄, whi
h we reprodu
ed here, seemsto 
ontain a typo, here the fun
tionality sends (key,sid) and not (key,sid,�).
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