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shows, there exists a linear combination of valid 0-blocksand 1-blocks yielding the desired d-block (�; �; : : : ; �).8Claim 6. For every integer z, 0 � z � k, any block � suchthat:1. the dimension of � is at most d� 2z2. all (non-\*") entries of � are from the set fb1; : : : ; bzgis spanned by valid 0-blocks and 1-blocks.Proof. The proof proceeds by descending induction onz. When z = k, then � must be either a 0-block or a 1-blockcontaining only b-type shares, and hence can be directlyemulated by DBk. Now, let z < k. We assume that theclaim holds for z+1 and prove that it holds for z. Withoutloss of generality, consider a d0-block� = (�; �; : : : ; �; sd0+1; : : : ; sd);where d0 � d�2z and all entries sj are from the set fb1; : : : ;bzg. Expressing \*" as \(az+1 + bz+1)", we can write � asthe following sum of terms:� = X�2faz+1 ;bz+1gd0 sd0+1 ���sd �:It remains to show that the above sum of terms can bespanned. We partition the set of terms in the above suminto ones that contain at most one occurrence of bz+1 andones that contain at least two such occurrences. The sum ofthe former type of terms can be directly spanned using the0-blocks and 1-blocks held by DBz+1. To see that terms ofthe latter type can also be spanned by valid blocks, consider(without loss of generality) the term� = (az+1; : : : ; az+1; bz+1; bz+1; sd0+1; : : : ; sd):Expressing \az+1" as \(��bz+1)", the term � can be writtenas a linear combination of blocks, where each such block isover the symbols fb1; : : : ; bz+1g and its dimension is at mostd� 2z � 2 = d� 2(z + 1). By the induction assumption, allsuch blocks can be spanned.For the special case z = 0, we conclude from the aboveclaim that the d-block (�; �; : : : ; �) is spanned by valid 0-blocks and 1-blocks. This allows the servers and the user toproceed according to the paradigm described in Sections 3, 4.8This notion of spanning the d-block (�; �; : : : ; �) may be de�nedas a natural generalization of the notion of spanning the sum of allterms from Section 4. For secret-sharing schemes as above, however,there may exist many di�erent linear combinations of terms yieldingthe same block.



� None of the terms in the above list is a 0-block (sinceBj [ Cj = Bj [Cj�1 = [k]).� Any 1-block either covers no term, or covers two con-secutive terms in the list (since there is no 1-block ofthe form (�;B;C) that covers any of the above termsand each 1-block of the form (A;Bj; �) or (A; �; Cj)covers two terms).Now, assign to the terms with an odd position in the listthe weight 1, to the terms with an even position in the listweight �1, and to all remaining terms in the term space theweight 0. It may be concluded from the above that eachblock has weight 0, and hence each linear combination ofblocks has weight 0 as well. Since the sum of the weights ofall terms is nonzero (as the list is of odd length), the sum ofall terms cannot be spanned.We note that the lower bound of Claim 5 is tight, sinceit matches the upper bound of Claim 3. Finally, combiningthe lower bound on ks provided by Claim 5 with the ex-act characterization of kc in Claim 1, we obtain the desiredseparation of ks from kc.6 Concluding RemarksWe present a new general framework for the constructionof information-theoretic PIR schemes, and obtain improvedand simpli�ed schemes based on this framework. We wouldlike to point out the following two open problems, relatedto possible improvements of the results of this work:� Is k > dt=2 su�cient for the existence of t-privatek-server PIR schemes of complexity O(n1=d)? Thisbound on k coincides with our cover bound kc, and isthe best one could hope for without improving the 2-server O(n1=3) bound from [9]. We have ruled out thesu�ciency of our technique (and some of its obviousgeneralizations) for obtaining such a result. However,it may still be the case that a di�erent approach canbe used to construct such schemes.� Can the k3 factor in our O(k3n1=(2k�1)) upper boundfor 1-private k-server PIR schemes be improved? Moregenerally, can one avoid the �kt� multiplicative over-head induced by our use of replication-based secret-sharing (e.g., by using more e�cient threshold secret-sharing schemes)?Finally, there are several directions for extending and fur-ther generalizing our technique. Below we mention two di-rections which are related to our interpretation of the schemefrom [2] in our framework. One such possible direction is toexploit blocks of higher dimension (i.e., not only 0-blocksand 1-blocks as we currently use). The extra emulation costof such a block might be handled if it is replicated in su�-ciently many servers, or if the dimension of the term spaceis increased proportionally to the block's dimension.Another direction is to use other secret-sharing schemesfor generating the queries. We have some evidence for theusefulness of this second approach; namely, using a di�erent
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them. Then, their total contribution to the union size isno larger than (t � 1)s, since the element yh in each suchunmatched set Th either occurs in a previously added set,or occurs in some other singleton cluster (and will only beaccounted for once). Altogether, we have that:������ [h2[d]Th������ � �����[h2Z Th�����+ ������ [h2[d]nZ Th������� (tjZj � t) + (t� 1=2)(d� jZj)= dt� t+ (jZj � d)=2� dt� t+ (t+ 1� d)=2= dt� (d+ t� 1)=2;as required.We remark that the above analysis is tight; that is, k�oddcan be shown to be equal to min(dt� t� 1; �dt� d+t�12 �).It may now be concluded that when d is odd and k >k�odd(d; t), no bad term can be covered by an even numberof blocks from B; combining this with Propositions 1 and 2,Lemma 3 follows.Since all linear combinations are taken over F =GF(2),Lemma 3 implies that a set containing all bad terms can bespanned, which by Lemma 2 concludes the proof of Claim 3.We now prove a slightly weaker bound on ks(d; t), whichapplies to any d (and in particular to any even d). In fact,when d � t+ 2 this bound is identical to the previous one,and otherwise the di�erence between the bounds is 1.Claim 4. For any positive integers d; t,ks(d; t) � min�jdt� d+ t� 32 k ; dt� t+ 1� :Proof. The proof goes along the lines of the proof ofClaim 3. Again, we de�ne a set of blocks B, which is guar-anteed to span some set containing all bad blocks wheneverk � ks(d; t). In this case, we let B be the set of all valid1-blocks of the form (�; T2; : : : ; Td).As before, suppose that � = (T1; : : : ; Td) is a bad termwhich is covered by an even number of blocks from B. Then,the set T1 must clearly be covered by the union of the othersets, implying that condition (a) from the proof of Claim 3holds with h = 1. Since � is assumed to be bad, conditions(c) and (d) apply as well. De�ning k�even analogously tok�odd, the proof of Proposition 2 can be used to show thatk�even(d; t) � dt � d+t�12 (since only conditions (a),(c) and(d) are used in this proof). Finally, k�even(d; t) � dt�t, sincefor any sets T1; : : : ; Td meeting condition (a) we have:������ [h2[d]Th������ = ������ [h2[d]nf1gTh������ � dt� t:Substituting the bounds from Claims 3 and 4 in Theo-rem 2, we conclude the following:

Corollary 2. For any constant integers d � 2 and t � 1,there exists a t-private k-server PIR scheme with communi-cation complexity O(n1=d), wherek = min�jdt� d+ t� 32 k ; dt� t+ 1� (d mod 2)�:More precisely, the complexity of our scheme with parame-ters d; t and k as above is O(k2�kt� � n1=d).Notice that when t � d � 1, our bound improves thet-private schemes of [9] only for an odd d (in which case asingle server is being saved). When d is large compared to t,the savings becomes much more substantial. For instance,�xing t = 2, the number of servers required for achievingO(n1=d) communication drops from the previously knownbound of 2d� 1 to d3d=2e.5 A Lower Bound on ksIn this section we present a tight lower bound on ks(d; t)for the case d = 3. The most signi�cant implication of thisbound is a strong separation between the cover bound kcand the span bound ks over any �eld F .Claim 5. For any t > 1, and over any �eld F ,ks(3; t) � 2t:Proof. We show that with k = 2t � 1 the sum of allterms is not spanned. Construct the following list of 2t� 3terms: (A;B0; C0)(A;B1; C0)(A;B1; C1)(A;B2; C1)(A;B2; C2)...(A;Bt�2; Ct�3)(A;Bt�2; Ct�2)where to de�ne the sets A; fBjg; fCjg, consider the \cycle"of setsA�B0 �C0 �B1 �C1 � : : :� Bt�2 �Ct�2 �A:This is a cycle of odd length (2t � 1), each edge of whichrepresents a pair of sets which we would like to cover [k].We de�ne the sets in this cycle as follows: each set will betaken to include t (cyclically) consecutive elements, wherethe \�rst" element in each set is the last element in theprevious one. (Notice that the number of sets in the cy-cle su�ces exactly for the �rst set to be consecutive to thelast one.) For instance, for t = 5 and k = 2t � 1 = 9the sets will be: A = f1; 2; 3; 4; 5g; B0 = f5; 6; 7; 8; 9g; C0 =f9; 1; 2; 3; 4g; B1 = f4; 5; 6; 7; 8g; C1 = f8; 9; 1; 2; 3g;B2 =f3; 4; 5; 6; 7g; C2 = f7; 8; 9; 1; 2g; B3 = f2; 3; 4; 5; 6g; C3 =f6; 7; 8; 9; 1g.From the way that the sets and the terms were con-structed it follows that:



the lemma follows.We can now focus our attention on the terms which wedo not know how to handle directly.De�nition 3. A term (T1; T2; : : : ; Td) is said to be bad, ifit is not a 0-block, and it does not include a set Tj disjointfrom all others.Lemma 2. Suppose that a term set T containing all badterms (and possibly some other terms) can be spanned. Thenthe set of all terms can be spanned.Proof. The 0-blocks and the terms handled by Lemma 1(replaced by their spanning sets of blocks) span �[k]t �d n T .We are now ready to prove upper bounds on ks(d; t).The �rst bound applies only to odd d. The second bound isslightly weaker, but can be applied also when d is even.Claim 3. For any positive integer t � 1 and odd integerd � 3, ks(d; t) � min�jdt� d+ t� 32 k ; dt� t� :Proof. It su�ces to show that when d is odd, and wheneither k > dt � d+t�12 or k > dt � t � 1, then the sumof all terms is spanned. Suppose k; d and t meet the aboveconstraints. By Lemma 2, it su�ces to show that some termset T containing all bad terms can be spanned. We nowshow that this is achieved by the block set B which includesall 1-blocks in which the element \1" occurs an even numberof times.Lemma 3. For k; d; t constrained as above, each bad termis included in an odd number of blocks from the set B.Proof. Suppose that this is not the case; that is, thereexists a bad term � = (T1; : : : ; Td) which is covered by aneven number of blocks from B. Now, consider the numberof occurrences of '1' in � .� If '1' does not occur at all, then � is not bad, contra-dicting the assumptions.� If '1' occurs exactly once, in the set Th, then thereis exactly one block from B covering � . Speci�cally,the block obtained by \removing" Th (i.e., replacing itwith a wildcard) contains an even number of 1's (0),and it is a valid 1-block since its sets do not contain'1'. We conclude that this case as well contradicts theassumptions.� If '1' occurs e times, where e is even: there are (d� e)candidates for blocks in B covering � , namely all thoseobtained by removing a set which does not contain '1'.Since d is odd and e is even, d � e is odd. It followsthat for � to be covered by an even number of blocksfrom B, at least one of the d� e candidates must notbe a valid 1-block, implying that some set Th whichdoes not contain '1' must be covered by all other sets.

� If '1' occurs o times, where o is odd and is greater than1, then there are o candidates for blocks in B covering� , namely all those obtained by removing a set whichcontains '1'. Again, it follows that for � to be coveredby an even number of blocks from B at least one ofthese candidates must not be a valid 1-block, implyingthat at least one of the (at least three) sets Th whichcontain '1' must be covered by all other sets.We deduce from the above cases that there must exist setsTz; Tp1 and Tp2 , with distinct indices z;p1; p2, such that: (a)Tz is covered by the union of all other d � 1 sets; and (b)1 2 Tp1 \ Tp2 . Moreover, since � is bad, we have: (c) everyset Th intersects some other set; and (d) the union of all dsets is [k].We now ask the following extremal question: What is themaximal k such that the above 4 conditions can be simulta-neously satis�ed by some term �? Equivalently, what is themaximum size of the union of d sets T1; : : : ; Td of size t each,such that conditions (a),(b), and (c) above are met? Denotethis maximum union size by k�odd(d; t). The following twopropositions bound k�odd(d; t) from above.Proposition 1. k�odd(d; t) � dt� t� 1.Proof. For any sets T1; : : : ; Td meeting the above condi-tions (a) and (b), we have:������ [h2[d]Th������ = ������ [h2[d]nfzgTh������� (d� 1)t� 1= dt� t� 1;where the �rst equality follows from condition (a) and theinequality from condition (b).Proposition 2. k�odd(d; t) � dt� d+t�12 .Proof. Suppose that T1; : : : ; Td meet the above condi-tions (a) and (c). For each w 2 Tz, let hw be an index ofsome set other than Tz which includes w (where the indiceshw need not be distinct, and their existence is guaranteedby condition (a)). Let Z = fzg [ fhw : w 2 Tzg. Next,for every h 2 [d] n Z, we select an element yh which occursboth in Th and in some other set (again, the yh need notbe distinct, and their existence is guaranteed by condition(c)). Finally, we cluster the sets with indices from [d] n Zaccording to their selected yh. That is, for each w 2 [k] wede�ne a \cluster" Gw def= fh 2 [d] n Z : yh = wg.We analyze how the union size grows, when we �rst takeall sets with indices from Z, then add each cluster Gw con-taining two or more sets, and �nally add all clusters Gwcontaining a single set. The union of all sets from Z is nolarger than tjZj�t, since each element of Tz is counted thereat least twice. When adding a cluster Gw with at least twosets, its jGwj sets contribute at most tjGwj � (jGwj � 1) �(t� 12 )jGwj new elements to the union size. Finally, we addtogether all singleton clusters Gw. Suppose there are s of



where the wildcard \*" indicates summation over all pos-sible substitutions. We stress that not any d-tuple of t-sets represents a valid 0-block, and not any d-tuple witha single wildcard represents a valid 1-block. For instance,(f2; 4g; �; f1; 3g) is not a valid 1-block when k = 4, sincef2; 4g and f1; 3g cover the set [4], but it is a valid 1-blockwhen k = 5.We now de�ne two useful notions related to the expres-sive power of a set of blocks in a given term space.De�nition 1 . Fix t; d; k. Let T � �[k]t �d be a set ofterms and B be a set of blocks. We say that B covers T ,if any term � 2 T is included in some block from B. Wesay that B spans the sum of terms in T (or spans T forshort), if there exists a linear combination of the blocks in Bresulting in the sumP�2T � (where each block is viewed asa linear combination, with coe�cients from F , of terms fromthe entire space). Finally, we say that a linear combination(or a set) of terms is spanned, if it is spanned by the set ofall valid 0-blocks and 1-blocks.Remark 1. (On the role of the �eld F ) Notice that whetheror not a given set of blocks spans a given set of terms maydepend on the underlying �eld F . For instance, if there ex-ists a set of blocks such that every term is covered by ex-actly 4 blocks from this set, then the sum of all terms isclearly spanned over GF(3), but is not necessarily spannedover GF(2). Nevertheless, we use F = GF(2) throughoutthis section since this is su�cient (and at one point neces-sary) for our upper bounds. Our lower bounds however applyto any �eld F .As outlined by the previous discussion, spanning the sumof all terms using 0-blocks and 1-blocks has direct applica-tion to the construction of e�cient PIR schemes. Speci�-cally, a straightforward generalization of the scheme outlinedin Section 3, together with the above ideas, gives:Theorem 2. Let d; t; k be positive integers, such that thesum of all terms in the term space �[k]t �d is spanned by thevalid 0-blocks and 1-blocks in this space. Then, there ex-ists a t-private k-server PIR scheme with query complexityk�k�1t �dn1=d and answer complexity kdn1=d (where �k�1t � isthe number of shares assigned to each server).4.2 Spanning the Sum of all TermsTheorem 2 motivates studying the following question:Question 1. Given d and t, how large should k be so thatthe set of valid 0-blocks and 1-blocks spans the sum of allterms?In this subsection we will solely focus on this question.First, we introduce some notation.De�nition 2. Let kc(d; t) denote the minimal integer ksuch that the term space �[k]t �d is covered by its 0-blocks and1-blocks,7 and ks(d; t) denote the minimal k such that thesum of all terms is spanned by these blocks.7Since each 0-block is covered by (exactly d) 1-blocks, it is su�-cient in the de�nition of kc to consider 1-blocks.

An exact characterization of kc(d; t) and some simplebounds on ks(d; t) are given by the following two claims.Claim 1. For any positive integers d and t, kc(d; t) is theminimal integer greater than dt=2. That is,kc(d; t) = bdt=2c+ 1:Proof. We show that term space �[k]t �d is covered by1-blocks if and only if k > dt=2. If dt � 2k, then it ispossible to construct a term � = (T1; T2; : : : ; Td) such thateach element j 2 [k] occurs in at least two sets Th (e.g., bygreedily adding each element to a pair of vacant sets) andsuch term cannot be covered by a 1-block. Conversely, ifthere exists a term � = (T1; T2; : : : ; Td) which is not coveredby any 1-block, then every element j 2 [k] must occur in atleast two sets Th, implying that dt � 2k.Claim 2. For any positive integers d and t,kc(d; t) � ks(d; t) � dt+ 1:Proof. The fact that kc is a lower bound on ks is animmediate consequence of the de�nitions. The upper boundon ks(d; t) follows from the fact that the 0-blocks alone aresu�cient to cover the entire term space, and hence spanthe sum of all terms, whenever k > dt (generalizing theobservation made in Subsection 3.2 for the case t = 1).The scheme in the previous section shows that whent = 1, ks(d; t) = kc(d; t) = bdt=2c + 1. That is, the lowerbound on ks provided by Claim 2 is tight for the case t = 1.However, this is not the case in general (see Section 5). Inthe following we will improve the upper bound on ks(d; t)for t > 1. A �rst observation to make is that, in additionto the valid 0-blocks, there are other singleton sets of termswhich can be spanned.Lemma 1. If a term � = (T1; T2; : : : ; Td) includes a setTh which is disjoint from all d � 1 other sets, then f�g isspanned.Proof. Let � = (T1; T2; : : : ; Td) be such a term, with Thsatisfying Th \Th0 = ; for any h0 2 [d] n fhg. The de�nitionof valid blocks implies that:� (T1; : : : ; Th�1; �; Th+1 ; : : : ; Td) denotes a valid 1-block(since the d� 1 sets in this d-tuple do not include anyelement of Th, and thus cannot cover [k]); and� For any T 2 �[k]t � n fThg, the d-tuple(T1; : : : ; Th�1; T; Th+1; : : : ; Td)denotes a valid 0-block (since Th n T 6= ; and eachelement of Th n T is not covered by the d sets).Finally, writing � as:� = (T1; : : : ; Th�1; �; Th+1; : : : ; Td)� XT2([k]t )nfThg(T1; : : : ; Th�1; T; Th+1; : : : ; Td);



Theorem 1 to the instance hiding scenario, where the boundedplayer's computation, let alone the communication with theoracles, is required to be polynomial in the input length (orpoly-logarithmic in the corresponding \database" size).Corollary 1. Let fm : f0; 1gm ! f0; 1g be any family ofBoolean functions. Then, for any constant c > 0, there ex-ists a non-adaptive � mc logm�-oracle instance hiding schemein which the bounded player's computation (and commu-nication) complexity is ~O(mc=2+3), where ~O(f) def= O(f �logO(1)(f)).Proof. Viewing the evaluation of fm as retrieval froma 2m-bit data string (namely, the truth-table of fm), thespeci�ed communication bound is obtained from the boundin Theorem 1 by letting n = 2m and k = mc logm . Indeed, inthat caseO(k3n1=d) = O�( mc logm )3 � (2m)� 2mc logm�1��1�= ~O(m3 � (2m) c logm2m )= ~O(mc=2+3):Furthermore, the k-server scheme described in this sectioncan be implemented such that the user's computation is lin-ear in the communication.5The bound in Corollary 1 should be compared with thecorresponding bound for the schemes in [4, 9], which is~O(mc+2).4 General Privacy ThresholdsIn this section we generalize and extend the technique de-scribed in the previous section to construct t-private PIRschemes with larger privacy thresholds t.4.1 The ParadigmFix parameters t; d; k, and let ` = n1=d. Later we will con-sider the question of how large k should be, as a functionof t and d, so that a PIR scheme corresponding to theseparameters can actually be constructed.As before, the user represents i as 
(i) = (i1; : : : ; id),where each ih 2 [`], and shares each unit vector eih amongthe servers. The 1-private secret-sharing scheme of the pre-vious section is generalized to the following replication-basedt-private scheme. First, each unit vector eih is additivelyshared into m = �kt� shares, labeled by t-subsets of [k].That is, eih = PT2([k]t ) qTh , where the shares qTh are ran-dom subject to the above restriction. Then, U sends to eachserver DBj all shares qhT such that j 62 T . Notice that thejoint view of any collusion S � [k] of t servers will be uni-formly random over the query domain, since they will miss5Observe that by letting ` be a power of 2, 
(i) is trivial to computefrom the binary representation of i.

one share of each secret (namely, the share qSh of each secretih). Now, similarly to the previous section,xi = hx ; eii= Dx ; Y(ei1 ; : : : ; eid )E= *x ; Y( XT2([k]t ) qT1 ; : : : ; XT2([k]t ) qTd )+ ;which may be decomposed intoXT1 ;:::;Td2([k]t )Dx ; Y(qT11 ; : : : ; qTdd )E:From now on, the term hx;Q(qT11 ; : : : ; qTdd )i will be de-noted by the d-tuple of sets (T1; : : : ; Td). As before, theuser's goal is to learn the sum of all terms. It would clearlysu�ce for the user to learn any set of linear combinations ofterms, as long as this set spans the above sum of all terms.Now, what linear combinations of terms are known to, orcan be e�ciently emulated by, a particular serverDBj? Gen-eralizing observations made in the previous section, serverDBj can:1. compute any single term (T1; : : : ; Td) such that j 62Sh2[d] Th;2. emulate any sum of terms of the formXT2([k]t )(T1; : : : ; Th�1; T; Th+1; : : : ; Td)such that j 62Sh02[d]nfhg Th0 , by generating a list L oflength ` whose ih-th position includes the sum value.Speci�cally, the bit in the p-th position in this list isde�ned by:Lp = Dx ; Y(qT11 ; : : : ; qTh�1h�1 ; ep; qTh+1h+1 ; : : : ; qTdd )E:(The idea is that the sum of all shares in the h-thcoordinate of the terms equals some unit vector ep;the list contains this sum for all ` possibilities.)We refer to the �rst kind of linear combination as a valid0-block, and to the second kind as a valid 1-block (corre-sponding to the dimension of the set of terms it involves).6For brevity, the 1-blockXT2([k]t )(T1; : : : ; Th�1; T; Th+1; : : : ; Td)will be denoted by the d-tuple(T1; : : : ; Th�1; �; Th+1 ; : : : ; Td);6In principle, blocks of higher dimensions can be used as well.However, the cost of their emulation will usually be prohibitive forour purposes. See Section 6 for some more discussion.



We now explain in more detail how the scheme proceeds,for the case t = 1. Let 
(i) = (i1; : : : ; id). The �rst stepin the scheme will be for the user to produce an additivesecret-sharing of each unit vector eih into m shares. Thatis, for each 1 � h � d, the user chooses uniformly at randomq1h; : : : ; qmh such that q1h+q2h+ : : :+qmh = eih . (Equivalently,q1h; : : : ; qm�1h may be picked independently at random, andqmh may be set as eih �Pm�1s=1 qsh). The key observation isthat, by the properties of Q and the multilinearity of theinner-product, we can write:xi = hx ; eii= Dx ; Y(ei1 ; : : : ; eid)E= *x ; Y( mXs=1 qs1; : : : ; mXs=1 qsd)+= *x ; Xa1;:::;ad2[m]Y(qa11 ; : : : ; qadd )+= Xa1;:::;ad2[m]Dx ; Y(qa11 ; : : : ; qadd )E:Each expression hx;Q(qa11 ; : : : ; qadd )i in the last sum will bereferred to as a term. Notice that each term evaluates to asingle �eld element (a single bit when F = GF(2)).At this point, we have not yet speci�ed what the valueof m is and how the user distributes the shares among theservers. However, the intuition provided by the above equa-tion is that if a single server holds the shares qa11 ; : : : ; qadd ,then this server will be able to compute the value of the termhx;Q(qa11 ; : : : ; qadd )i. Moreover, if for each of the terms thereis a server that can compute it, we can assign each termto one server, and given such assignment construct a PIRscheme as follows: (1) each server will compute the sum ofall terms assigned to it and send this partial sum to the user;(2) by adding all k partial sums the user will reconstruct xi.In light of the above, a natural idea that comes to mind is touse secret-sharing with replication; that is, each share willbe given to many servers, and this will intuitively increasethe likelihood that the shares required for computing a par-ticular term are all known to a single server. Similarly to [5](though for a di�erent purpose) we use the replication-basedsecret-sharing scheme of [14].We �rst describe a simple implementation which doesnot yield the best obtainable communication complexity butprovides an integration of the above ideas. For this, wechoose m = k = d + 1 (where k is the number of servers).For each ih, the user shares eih into q1h; : : : ; qkh as above, anddistributes the share qah to all the servers except for DBa.Notice that each server views all shares but one, which issu�cient to guarantee the privacy of eih on one hand, andon the other hand will provide the servers with a valuableresource of redundancy. The only observation that is left tomake in this simple case is that since each term involves dshares and the total number of servers (or shares) is d+ 1,then for every d-tuple (qa11 ; : : : ; qadd ) there exists a serverwhich received all d shares, and therefore can compute the

value of the corresponding term.The communication in the above scheme consists of d2 �` = d2n1=d bits sent from the user to each server, and a sin-gle bit replied from each server (a standard communicationbalancing technique [9] can be applied to reduce the com-plexity to the order of n1=(d+1), which is still much worsethan the scheme we present next).3.3 More Powerful Covers (still for t = 1)In this subsection we show a way of covering all terms usingalmost half as many servers, providing a clean generalizationof the 2-server scheme from [9].Assume k > d=2. As before, we let the user additivelyshare each eih as q1h + : : : + qkh, and distribute each shareqah to all servers except DBa. Now, consider a term � =
x ; Q(qa11 ; : : : ; qadd )�. If there exists some j 2 [k]nfa1; : : : ;adg then, as before, � can be computed by the server DBjalone. Unfortunately, it might also be the case that no serverholds all shares qa11 ; : : : ; qadd , as the index set fa1; a2; : : : ; adgmay cover the entire server domain [k]. However, since d <2k, in such a case there must exist some server DBj whichmisses exactly one share qjh, where ah = j. (If all serversmiss at least two shares, then each index in [k] occurs atleast twice in the d-tuple (a1; a2; : : : ; ad), implying that d �2k). The term � will be emulated by server DBj as follows.Knowing all shares of eih except qjh, server DBj is able toconstruct an `-bit list L� which includes the value of � as itsih-th entry. Speci�cally, the p-th bit in the list L� , 1 � p � `,can be calculated as:*x ; Y(qa11 ; : : : ; qah�1h�1 ; ep� Xa2[k]njqah; qah+1h+1 ; : : : ; qadd )+:Notice that since the position ih is known to U , it can extractthe value of � from the list L� .As a �nal optimization observe that instead of sendingseparately all lists L� for the terms it is assigned to emulate,each server may add up (coordinate-wise) all the lists withthe same emulation position h, 1 � h � d, resulting in d `-bit lists. Moreover, the bit value of the terms it is assignedto evaluate directly may be added to all elements of one list.Thus, it su�ces for each server to reply with d` bits. Again,the user who knows ih can extract the corresponding valuefrom the combined list. To conclude, the scheme describedabove shows the following:Theorem 1. Let k � 2, and d = 2k�1. Then, there existsa 1-private k-server PIR scheme with communication com-plexity of O(k3n1=d) = O(k3n1=2k�1) bits (more precisely,the query complexity is k(k � 1)dn1=d bits and the answercomplexity is kdn1=d bits).3.4 Application to Instance HidingNotice that the k-server bound in Theorem 1 is polyno-mial in k, in contrast to the k-server scheme of [2] whosecommunication complexity is exponential in k. In particu-lar, for k = 
( log nlog log n ), the communication becomes poly-logarithmic in n. This allows pushing the applicability of



2 Preliminaries2.1 NotationWe use the following notation. For any positive integers kand t, we denote by [k] the set of integers f1; : : : ; kg, and by�[k]t � the set fT � [k] : jT j = tg. We use ej to denote a unitvector (that is, a vector with 1 in its j-th coordinate and0 in all others), whose underlying vector space will be clearfrom the context. For x; y 2 Fn, where F is a �nite �eld, welet hx; yi denote the standard inner product over F ; that is,hx; yi =Pni=1 xiyi (where both addition and multiplicationare carried over F ).2.2 De�nitionsA private information retrieval (PIR) scheme is a protocolfor a user, U , and k servers DB1; : : : ;DBk. Each serverholds an identical copy of an n-bit string x which is calledthe database. The user has an index i which it is interestedin retrieving. For this, the user chooses a random stringr and based on i and r it computes a k-tuple q1; : : : ; qk ofqueries. It sends each query qj to the corresponding serverDBj. Then, each server DBj based on the database x andthe query qj computes an answer aj. Finally, the user basedon i; r and a1; : : : ; ak computes some output b. We say thatthe scheme is correct if for all choices of x; i and r the outputb equals xi. We say that the scheme is t-private if for everyset T = fj1; : : : ; jtg of t servers, for every two indices i; i0,and for every t-tuple of queries qj1 ; : : : ; qjt we havePr(qj1 ; : : : ; qjt ji) = Pr(qj1 ; : : : ; qjtji0);where the probability is over the choice of r. 3The communication complexity of a PIR scheme is thetotal number of bits exchanged between the user and the kservers in the worst case. That ismaxx;i;r  kXj=1 jqjj+ kXj=1 jajj! :We sometimes refer separately to the query complexity andto the answer complexity. These are naturally de�ned in thesame manner as above.3 Constructing 1-private PIR SchemesIn this section we deal with the case of 1-private PIR schemes.We start (in Section 3.1) by presenting an algebraic frame-work (generalizing the \cubes" approach of [9]), which willbe used by all PIR schemes constructed in this work. Then(in Subsection 3.2), we present a basic scheme that utilizesthis algebraic view. Finally (in Subsection 3.3), we optimizeour approach and get our improved upper bounds for thecase t = 1.3The de�nition can be weakened by allowing multi-round schemesand introducing a probability of error. However, all the schemes pre-sented in this work are one-round and always correct.

3.1 Algebraic FrameworkIn this section we de�ne some algebraic constructs whichare used throughout this work. As in [9], we �x a positiveinteger d (the dimension), and assume without loss of gen-erality that n = `d for some positive integer `. Let F bea �nite �eld. The parameters n; ` and F induce the vectorspaces X def= Fn, called the data space, and Q def= F `, calledthe query space. In the following, the data string x will beviewed as a vector in the data space, and the queries sentby the user will consist of several vectors in the query space.Let 
 be a 1-1 mapping of [n] onto [`]d. For instance,
(i) may be taken as the base-` representation of i. Finally,letting 
(i) = (i1; : : : ; id), we de�ne a d-argument functionQ : Qd ! X, whose i-th entry (1 � i � n) is given by:hY((q11 ; : : : ; q1̀); : : : ; (qd1 ; : : : ; qd̀))ii def= q1i1 � q2i2 � � � qdid :Notice that each i-th entry of the output n-tuple of Q is aproduct of a single entry from each input `-tuple, where theindex i determines (using 
) which d entries are selected.We will heavily rely on the following two (easily-veri�able)properties of Q:1. For every i 2 [n], if 
(i) = (i1; : : : ; id), thenY(ei1 ; : : : ; eid ) = ei2. Q is a multilinear function over Q. That is, for anyh 2 [d] and q1; : : : ; qd; q̂h 2 Q,Y(q1; : : : ; qh�1; qh + q̂h; qh+1; : : : ; qd)= Y(q1; : : : ; qh�1; qh; qh+1; : : : ; qd)+ Y(q1; : : : ; qh�1; q̂h; qh+1; : : : ; qd) :Throughout the remainder of this paper, unless other-wise speci�ed, F will be taken to be GF(2). When F =GF(2), the above algebraic constructs are isomorphic to thesubcube geometry used in [9]. 43.2 The Basic ApproachAll PIR schemes constructed in this work conform to thefollowing linear paradigm:� The user represents i as 
(i) = (i1; : : : ; id), and shareseach of the d `-tuple eih among the k servers using at-private linear secret-sharing scheme;� Each server performs a local computation on its shares,resulting in a collection of vectors from the data spaceX, and returns to U the inner product of the databasex with each of these vectors;� U reconstructs xi by taking a �xed linear combination(depending only on i) of the answers.4It will be later discussed (see Remark 1 in Section 4) why larger�elds F should be considered even when retrieving a single bit.



that is, t = 1. The case t > 1 is addressed in [9], whereit is shown that for any positive integers t; d there existsa t-private (dt � t + 1)-server PIR scheme with complex-ity O(n1=d). Such t-private schemes are obtained by usinga variant of the low-degree polynomial interpolation tech-nique of [3, 4], along with a generic communication bal-ancing technique due to [9]. Moreover, the communicationcomplexity of the t-private schemes from [3, 4, 9] becomespoly-logarithmic when k = �(t � log n= log log n).Since the �rst works on information-theoretic PIR, noprogress has been made towards improving the upper boundsmentioned above.Our results. In order to present our new improved upperbounds in a clear way, we give an alternative formulation ofthe question: instead of asking what is the best communica-tion complexity that we can achieve for t-private PIR withk servers, we ask:Given values t and d, what is the smallest numberof servers, k, for which we can design t-privatescheme with communication complexity O(n1=d) ?We present a linear-algebraic approach that generalizes in anon-trivial way the cubes technique and the server-emulationtechnique of [9]. Using this approach, we construct schemeswith various parameters. These include:� For the case t = 1, we obtain a 1-private k-server PIRscheme with communication complexity O(k3n1=(2k�1)).While for a constant k this bound is asymptoticallythe same as the previously known result for the caset = 1 [2], our scheme has two advantages. First, itis somewhat simpler (in particular, the scheme from[2] is recursive). Second, and more importantly, thecommunication complexity of the scheme from [2] de-pends exponentially on k; hence, our exact communi-cation complexity is substantially better, starting fromsmall values of k. The fact that the communication inour scheme grows polynomially in k allows us to geta poly-logarithmic communication complexity when kis O(log n= log log n). This yields some improvementsover known locally random reduction and instance hid-ing schemes [1, 3, 4].� For the case t > 1 our improvements are much moresigni�cant. We are able to reduce the number of serversrequired for obtaining t-private schemes with commu-nication complexity O(n1=d) for various parameters t; d(note that even reducing the number of servers by 1might be considered a signi�cant savings). For exam-ple, prior to our work the communication complexityof the best known 2-private scheme using k = 4 serverswas O(n1=2), while our bounds imply a scheme withcommunication complexity O(n1=3). (Any further im-provement on this communication complexity wouldimmediately imply the same improvement for the 1-private, 2-server case.) More generally, for any odd22In the case where d is even the bounds are almost the same.

k t new previousk 1 O(k3n1=(2k�1)) O(2k2n1=(2k�1)) [2]4 2 O(n1=3) O(n1=2) [9]6 2 O(n1=4) O(n1=3) [9]12 2 O(n1=8) O(n1=6) [9]6 3 O(n1=3) O(n1=2) [9]Figure 1: communication complexity for some values of k; tconstant d � 3 and any constant t > 1, there exists a t-private k-server PIR scheme with communication com-plexity O(n1=d), for k = min (�dt� d+t�32 �; dt� t).We note that depending on the relation between d andt the minimum is given by a di�erent expression andthat in any case we save at least one server comparingto the previously known bound of dt� t+ 1.The communication complexity of our schemes for some val-ues of k; t is summarized in Figure 1.A natural question is how far these upper bounds canbe pushed. We use the linear algebraic structure of ourschemes to prove some lower bounds on the communicationcomplexity of schemes which follow our paradigm. We em-phasize that this only shows a lower bound on the powerof our technique; for non-restricted PIR schemes no goodlower bounds are known: the best lower bound known is(4 � o(1)) � log n bits (compared to the trivial log n lowerbound) and even this requires some non-trivial argument[16].Techniques used. Our schemes employ a replication-basedsecret-sharing scheme due to [14]. Similarly to [5], we exploitsome homomorphism property of this scheme (a variant ofa multiplication property that was studied for general linearsecret-sharing schemes in [10]). However, and quite inter-estingly, in the works mentioned above the sole motivationfor using such replication-based schemes is that of dealingwith general (i.e., non-threshold) access structures, whereasour work is only concerned with the threshold case.Extensions. To keep the presentation as simple as possi-ble, we focus on the basic notion of PIR as de�ned in [9].However, our techniques can be used to derive improved up-per bounds for various extensions of PIR: t-private retrievalof multi-bit records [9], schemes that provide \privacy" forthe database in addition to the user [13], and schemes thatkeep the data itself private from the servers [12]. Details ofthese extensions are omitted from the current version.Organization: In Section 2 we provide some basic nota-tions and de�nitions that are used throughout the paper.In Section 3 we deal with the case t = 1. This case alreadydemonstrates many of our ideas. In Section 4 we gener-alize our technique to handle e�ciently larger values of t.Section 5 includes a lower bound on the power of our tech-nique. Finally, Section 6 includes some concluding remarksand suggestions for future research.



Improved Upper Bounds on Information-TheoreticPrivate Information Retrieval(extended abstract)Yuval Ishai� Eyal Kushilevitz yAbstractPrivate Information Retrieval (PIR) schemes allow a user toretrieve the i-th bit of an n-bit database x, replicated in kservers, while keeping the value of i private from each server.A t-private PIR scheme protects the user's privacy from anycollusion of up to t servers. The main cost measure for suchschemes is their communication complexity.We introduce a new technique for the construction ofinformation-theoretic (i.e., unconditionally secure) PIR sche-mes, providing a non-trivial linear-algebraic generalizationof previous techniques. Using this technique, we improveand simplify known upper bounds on the communicationcomplexity of PIR schemes in the information-theoretic set-ting. In the case of 1-private PIR, we give a simple k-serverscheme with complexity O(k3n1=(2k�1)), improving the bestknown construction whose complexity also grows linearlyin n1=(2k�1) for any �xed k, but depends exponentially onk. Our improvements are more signi�cant for t-private PIRschemes, where t > 1. For example, we get a 2-private,4-server PIR scheme whose communication complexity isO(n1=3), compared to the previously known O(n1=2) upperbound.1 IntroductionPrivate Information Retrieval (PIR) schemes allow a user toretrieve information from a database, while keeping the iden-tity of this information secret from the server in which thedatabase is stored. It is convenient to model the databaseby an n-bit string x and the information that the user is�Department of Computer Science, Technion, Haifa 32000, Israel.E-mail: yuvali@cs.technion.ac.il. Part of this work was done whilevisiting IBM T.J. Watson Research Center.yIBM T.J. Watson Research Center, and Department of Com-puter Science, Technion. E-mail: eyalk@watson.ibm.com andeyalk@cs.technion.ac.il. Supported in part by the Mitchell-Schorefprogram at the Technion.

interested in retrieving from x is modeled as the i-th bit ofx; that is, xi, for some index i. The notion of PIR was in-troduced by Chor et. al [9] and since then was the subjectof a signi�cant amount of work [2, 6, 7, 8, 11, 12, 13, 15, 17].If information-theoretic privacy is required and there is asingle server available, then there is no better solution otherthan the user asking for a copy of the whole database fromthe server (which is obviously very ine�cient) [9]. How-ever, if identical copies of the database are replicated ink > 1 servers, then the communication complexity can besigni�cantly reduced. In particular, for every constant k,there exists a k-server PIR scheme with communication com-plexity O(n1=(2k�1)) (this result was �rst shown in [9] forthe case k = 2; this 2-server scheme was later used as abuilding block in [2] to prove the result for k > 2). Moreprecisely, the complexity of the k-server scheme in [2] isO(2k2n1=(2k�1)). When k = �(log n) a communication com-plexity of O(log2 n log log n) is attainable (this was shown in[9] using a scheme similar to the instance hiding schemesof [3, 4]). Finally, [15] show that under the quadratic-residuosity assumption single-server computationally-privateschemes of communication complexity O(n�), for any � > 0,are possible. Extensions of this result to other \standard"intractability assumptions appear in [16], and an e�ciencyimprovement based on a new intractability assumption ap-pears in [7]; also in the multi-server model computationally-private schemes were studied in [8]. The current work isconcerned with the information-theoretic setting.1There are several parameters according to which a multi-server PIR scheme is evaluated. Most importantly, k, thenumber of servers (copies) is the most crucial resource; then,the communication complexity of the scheme; �nally, a pri-vacy threshold parameter t (1 � t � k) which limits thenumber of servers that might collude together in order toget information regarding the index i that the user is in-terested in retrieving. In all of the abovementioned results,it is assumed that no two servers can talk to each other;1Information-theoretic PIR schemes have several advantages overthe currently-known computationally-private schemes: (1) the timecomplexity of the information-theoretic schemes is much smaller; (2)for \practical" parameters of k and n they even give smaller com-munication complexity; and (3) to-date, there is no single-server low-communication PIR scheme which is based on a \general" intractabil-ity assumption.


