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A An Alternative 1-Private Scheme

In this appendix we sketch the details of an alternative to the
1-private scheme from Section 3. This scheme, also discussed
in Section 6, may be viewed as an optimized adaptation of
the scheme from [2] to our framework.

Fix k, and let d = 2k — 1. The user first splits each secret
unit vector e;,, 1 < h < d, into two additive shares, k — 1
times independently. That is, e;, is written as

R gk R ok h h
e, =aj; +by =a; +by =---=ag_; +by_4,

where the shares a?,b? are random subject to the above

restriction. Then, each share a? is sent to the server DB;
alone, and each share b? is sent to all servers DB;, with
7' > j. Under such secret-sharing, a term (or a 0-block) is
represented by a d-tuple over the symbols a1,b1,az,bo, ...,
arp_1, bx_1, and a d’-block is represented by such d-tuple

with d’ entries replaced by a wildcard. As the next claim

shows, there exists a linear combination of valid 0-blocks
and 1-blocks yielding the desired d-block (*,*,...,*).}

Claim 6. For every integer z, 0 < z < k, any block 3 such
that:

1. the dimension of 3 is at most d — 2z
2. all (non-“*”) entries of 3 are from the set {b1,...,b.}
18 spanned by valid 0-blocks and 1-blocks.

Proof. The proof proceeds by descending induction on
z. When z = k, then 8 must be either a 0-block or a 1-block
containing only b-type shares, and hence can be directly
emulated by DBir. Now, let z < k. We assume that the
claim holds for z + 1 and prove that it holds for z. Without
loss of generality, consider a d’-block

B= (%% ...,% S¢41,...,8d),

where d’ < d— 2z and all entries s; are from the set {b1,.. .,
b.}. Expressing “*” as “(az41 +b.41)”, we can write 3 as
the following sum of terms:

8= > T

r€{ast1,bsq1 Sqiy17Sd

It remains to show that the above sum of terms can be
spanned. We partition the set of terms in the above sum
into ones that contain at most one occurrence of b.4; and
ones that contain at least two such occurrences. The sum of
the former type of terms can be directly spanned using the
0-blocks and 1-blocks held by DB.41. To see that terms of
the latter type can also be spanned by valid blocks, consider
(without loss of generality) the term

T = (az+1,...,az+1,bz+1,bz+1,sd/+1,...,sd).

Expressing “a41” as “(*—b.41)”, the term 7 can be written

as a linear combination of blocks, where each such block is
over the symbols {b1,...,b.41} and its dimension is at most
d—2z—2=d—2(z+1). By the induction assumption, all
such blocks can be spanned. O

For the special case z = 0, we conclude from the above
claim that the d-block (*,+*,...,%) is spanned by valid 0-
blocks and 1-blocks. This allows the servers and the user to
proceed according to the paradigm described in Sections 3, 4.

8This notion of spanning the d-block (%, *,...,*) may be defined
as a natural generalization of the notion of spanning the sum of all
terms from Section 4. For secret-sharing schemes as above, however,
there may exist many different linear combinations of terms yielding
the same block.



e None of the terms in the above list is a 0-block (since

B;uC; = B; UG, = [k]).

e Any 1-block either covers no term, or covers two con-
secutive terms in the list (since there is no 1-block of
the form (%, B, C') that covers any of the above terms
and each 1-block of the form (A, Bj,*) or (A,=*,Cy)

covers two terms).

Now, assign to the terms with an odd position in the list
the weight 1, to the terms with an even position in the list
weight —1, and to all remaining terms in the term space the
weight 0. It may be concluded from the above that each
block has weight 0, and hence each linear combination of
blocks has weight 0 as well. Since the sum of the weights of
all terms is nonzero (as the list is of odd length), the sum of
all terms cannot be spanned. O

We note that the lower bound of Claim 5 is tight, since
it matches the upper bound of Claim 3. Finally, combining
the lower bound on k¢ provided by Claim 5 with the ex-
act characterization of k. in Claim 1, we obtain the desired
separation of ks from k..

6 Concluding Remarks

We present a new general framework for the construction
of information-theoretic PIR schemes, and obtain improved
and simplified schemes based on this framework. We would
like to point out the following two open problems, related
to possible improvements of the results of this work:

o Is k > dt/2 sufficient for the existence of ¢-private
k-server PIR schemes of complexity O(nl/d)? This
bound on k coincides with our cover bound k., and is
the best one could hope for without improving the 2-
server O(n*/?) bound from [9]. We have ruled out the
sufficiency of our technique (and some of its obvious
generalizations) for obtaining such a result. However,
it may still be the case that a different approach can
be used to construct such schemes.

e Can the &* factor in our O(kg’nl/(%_l)) upper bound
for 1-private k-server PIR schemes be improved? More
generally, can one avoid the (f) multiplicative over-

head induced by our use of replication-based secret-

sharing (e.g., by using more efficient threshold secret-

sharing schemes)?

Finally, there are several directions for extending and fur-
ther generalizing our technique. Below we mention two di-
rections which are related to our interpretation of the scheme
from [2] in our framework. One such possible direction is to
exploit blocks of higher dimension (i.e., not only 0-blocks
and 1-blocks as we currently use). The extra emulation cost
of such a block might be handled if it is replicated in suffi-
ciently many servers, or if the dimension of the term space
is increased proportionally to the block’s dimension.

Another direction is to use other secret-sharing schemes
for generating the queries. We have some evidence for the
usefulness of this second approach; namely, using a different

secret-sharing scheme, it is possible to obtain a I-private
PIR scheme whose communication complexity is roughly
half the complexity of the corresponding 1-private scheme
from Section 3. This scheme, which may be viewed as an
optimized version of the scheme from [2], is sketched in Ap-
pendix A. We leave open the question whether this example
only indicates a slight redundancy in the amount of replica-
tion we use in our schemes, or in fact different secret-sharing
schemes can yield more substantial improvements.
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them. Then, their total contribution to the union size is
no larger than (¢t — 1)s, since the element yp in each such
unmatched set 7T} either occurs in a previously added set,
or occurs in some other singleton cluster (and will only be
accounted for once). Altogether, we have that:

U 7 Unl+] U m

held] hezZ he[d\Z

(H1Z] = )+ (¢ = 1/2)(d - |Z])
dt —t+ (|Z] — d)/2
dt—t+(t+1—4d)/2

dt —(d+¢—1)/2,

IA

IA

as required. O

We remark that the above analysis is tight; that is, k%4,
can be shown to be equal to min(dt —t — 1, Ldt — d+2L1J)

It may now be concluded that when d is odd and k >
klzq(d,t), no bad term can be covered by an even number
of blocks from B; combining this with Propositions 1 and 2,
Lemma 3 follows. O

Since all linear combinations are taken over F' = GF(2),
Lemma 3 implies that a set containing all bad terms can be
spanned, which by Lemma 2 concludes the proof of Claim 3.

O

We now prove a slightly weaker bound on k.(d, t), which
applies to any d (and in particular to any even d). In fact,
when d > t + 2 this bound is identical to the previous one,
and otherwise the difference between the bounds is 1.

Claim 4. For any positive integers d, t,

k.(d, t) < min th _ MJ

dt—t+ 1) .
Proof. The proof goes along the lines of the proof of
Claim 3. Again, we define a set of blocks B, which is guar-
anteed to span some set containing all bad blocks whenever
k > k.(d,t). In this case, we let B be the set of all valid
1-blocks of the form (*,T2,...,T4).

As before, suppose that 7 = (T1,...,Tq) is a bad term
which is covered by an even number of blocks from B. Then,
the set T7 must clearly be covered by the union of the other
sets, implying that condition (a) from the proof of Claim 3
holds with A = 1. Since 7 is assumed to be bad, conditions
(c) and (d) apply as well. Defining k., analogously to
k.4, the proof of Proposition 2 can be used to show that
klyen(d,t) < dt — d+2L1 (since only conditions (a),(c) and
(d) are used in this proof). Finally, k%,.,(d,t) < dt—t, since
for any sets 11, ..., Tq meeting condition (a) we have:

UTh - U Th| < dt—t.

held] he[d]\ {1}

O

Substituting the bounds from Claims 3 and 4 in Theo-
rem 2, we conclude the following:

Corollary 2. For any constant integersd > 2 and t > 1,
there exists a t-private k-server PIR scheme with communi-
cation complexity O(nl/d), where

d—l—t—3J

k:min({dt— 7dt—t—l—l—(dmodZ)).

More precisely, the complexity of our scheme with parame-

ters d,t and k as above is O(k? (f) . nl/d).

Notice that when ¢ > d — 1, our bound improves the
t-private schemes of [9] only for an odd d (in which case a
single server is being saved). When d is large compared to ¢,
the savings becomes much more substantial. For instance,
fixing ¢ = 2, the number of servers required for achieving
O(nl/d) communication drops from the previously known

bound of 2d — 1 to [3d/2].

5 A Lower Bound on k.

In this section we present a tight lower bound on k.(d,t)
for the case d = 3. The most significant implication of this
bound is a strong separation between the cover bound k.
and the span bound k; over any field F'.

Claim 5. For anyt > 1, and over any field F,
k.(3,t) > 2t.

Proof. We show that with & = 2¢ — 1 the sum of all
terms is not spanned. Construct the following list of 2¢ — 3
terms:

(A, By, Co)
(A, B1,Ch
(A, By, Cy
(A, B2, C
(A, B2, Ch

1

)
)
)
)

(A, Bi—2,Ci—3)
(A, Bi—2,Ci—2)

where to define the sets A, {B;}, {C;}, consider the “cycle”
of sets

A—By—-Cy—B1 —C1 —...— By—» —Ci_y — A.

This is a cycle of odd length (2¢ — 1), each edge of which
represents a pair of sets which we would like to cover [k].
We define the sets in this cycle as follows: each set will be
taken to include ¢ (cyclically) consecutive elements, where
the “first” element in each set is the last element in the
previous one. (Notice that the number of sets in the cy-
cle suffices exactly for the first set to be consecutive to the
last one.) For instance, for ¢ = 5 and k = 2t —1 = 9
the sets will be: A = {1,2,3,4,5}, Bo = {5,6,7,8,9},Co =
{9,1,2,3,4}, By = {4,5,6,7,8},C1 = {8,9,1,2,3},B, =
{3,4,5,6,7},Co = {7,8,9,1,2}, Bs = {2,3,4,5,6},Cs =
{6,7,8,9,1}.

From the way that the sets and the terms were con-
structed it follows that:



the lemma follows. O

We can now focus our attention on the terms which we
do not know how to handle directly.

Definition 3. A term (T1,T3,...,Tq) is said to be bad, if
it is not a 0-block, and it does not include a set T} disjoint
from all others.

Lemma 2. Suppose that a term set T containing all bad
terms (and possibly some other terms) can be spanned. Then

the set of all terms can be spanned.

Proof.  The 0-blocks and the terms handled by Lemma 1
(replaced by their spanning sets of blocks) span <UZ])d \ 7.

We are now ready to prove upper bounds on k.(d,t).
The first bound applies only to odd d. The second bound is
slightly weaker, but can be applied also when d is even.

Claim 3.
d> 3,

For any positive integer t > 1 and odd integer

k.(d, t) < min th— dJrzﬂJ Cdi— t) .

Proof. It suffices to show that when d is odd, and when
either k > dt — d+2L1 or k > dt —t — 1, then the sum
of all terms is spanned. Suppose k,d and ¢ meet the above
constraints. By Lemma 2, it suffices to show that some term
set 7 containing all bad terms can be spanned. We now
show that this is achieved by the block set B which includes
all 1-blocks in which the element “1” occurs an even number
of times.

Lemma 3. Fork,d,t constrained as above, each bad term
18 tncluded in an odd number of blocks from the set B.

Proof.
exists a bad term 7 = (T1,...,Ty) which is covered by an
even number of blocks from B. Now, consider the number

Suppose that this is not the case; that is, there

of occurrences of 1’ in 7.

e If 1’ does not occur at all, then 7 is not bad, contra-
dicting the assumptions.

e If ’1’ occurs exactly once, in the set T}, then there
is exactly one block from B covering 7. Specifically,
the block obtained by “removing” T}, (i.e., replacing it
with a wildcard) contains an even number of 1’s (0),
and 1t is a valid 1-block since its sets do not contain
’1’. We conclude that this case as well contradicts the
assumptions.

o If ’1’ occurs e times, where € is even: there are (d —e)
candidates for blocks in B covering 7, namely all those
obtained by removing a set which does not contain ’1°.
Since d is odd and e is even, d — e is odd. It follows
that for 7 to be covered by an even number of blocks
from B, at least one of the d — e candidates must not
be a valid 1-block, implying that some set T} which
does not contain ’1’ must be covered by all other sets.

e If’1’ occurs o times, where o0 1s odd and is greater than
1, then there are o candidates for blocks in B covering
7, namely all those obtained by removing a set which
contains ’1°. Again, it follows that for 7 to be covered
by an even number of blocks from B at least one of
these candidates must not be a valid 1-block, implying
that at least one of the (at least three) sets 7}, which
contain ’1’ must be covered by all other sets.

We deduce from the above cases that there must exist sets
1., Ty, and Tp,, with distinctindices z,p1, p2, such that: (a)
T is covered by the union of all other d — 1 sets; and (b)
1 €Ty, NTy,. Moreover, since 7 is bad, we have: (c) every
set T} intersects some other set; and (d) the union of all d
sets is [k].

We now ask the following extremal question: What is the
maximal k such that the above 4 conditions can be simulta-
neously satisfied by some term 77 Equivalently, what is the
maximum size of the union of d sets 71, ..., T4 of size t each,
such that conditions (a),(b), and (c) above are met? Denote
this maximum union size by k};,(d,t). The following two
propositions bound k};,4(d, t) from above.

Proposition 1. &} (d,t) <dt—t—1.

Proof.

tions (a) and (b), we have:

UTh =

For any sets T4, ...,Tq meeting the above condi-

U

held) neld\{z}
< (d=1)t—1
dt—t—1,

where the first equality follows from condition (a) and the
inequality from condition (b). O

Proposition 2.k} (d,t) < dt — HH=L,

Proof. Suppose that 71,...,7T4 meet the above condi-
tions (a) and (c). For each w € T, let h, be an index of
some set other than 7. which includes w (Where the indices
h. need not be distinct, and their existence is guaranteed
by condition (a)). Let Z = {z} U {hw : w € T.}. Next,
for every h € [d] \ Z, we select an element yp, which occurs
both in 7} and in some other set (again, the yn need not
be distinct, and their existence is guaranteed by condition
(c)). Finally, we cluster the sets with indices from [d] \ Z
according to their selected yn. That is, for each w € [k] we

def

define a “cluster” G, = {h € [d]\ Z : y» = w}.

We analyze how the union size grows, when we first take
all sets with indices from Z, then add each cluster G, con-
taining two or more sets, and finally add all clusters G.,
containing a single set. The union of all sets from Z is no
larger than ¢|Z|—¢, since each element of T is counted there
at least twice. When adding a cluster GG, with at least two
sets, its |G| sets contribute at most |G| — (|Guw| — 1) <
(t — 1)|Gw| new elements to the union size. Finally, we add
together all singleton clusters G,,. Suppose there are s of



where the wildcard “*” indicates summation over all pos-

sible substitutions. We stress that not any d-tuple of ¢-
sets represents a valid 0-block, and not any d-tuple with
a single wildcard represents a valid 1-block. For instance,
({2,4},*,{1,3}) is not a valid 1-block when k& = 4, since
{2,4} and {1, 3} cover the set [4], but it ¢s a valid 1-block
when k = 5.

We now define two useful notions related to the expres-
sive power of a set of blocks in a given term space.

Definition 1. Fiz t,d,k. Let T C ()" te a set of
terms and B be a set of blocks. We say that B covers T,
if any term 7 € T is included in some block from B. We
say that B spans the sum of terms in 7 (or spans T for
short), if there exists a linear combination of the blocks in B
resulting in the sum ZreTT (where each block is viewed as
a linear combination, with coefficients from F, of terms from
the entire space). Finally, we say that a linear combination
(or a set) of terms is spanned, if it is spanned by the set of
all valid 0-blocks and 1-blocks.

Remark 1. (On the role of the field F') Notice that whether
or not a gwen set of blocks spans a given set of terms may
depend on the underlying field F'. For instance, if there ex-
1sts a set of blocks such that every term is covered by ex-
actly 4 blocks from this set, then the sum of all terms is
clearly spanned over GF(3), but is not necessarily spanned
over GF(2). Nevertheless, we use F' = GF(2) throughout
this section since this is sufficient (and at one point neces-
sary) for our upper bounds. Our lower bounds however apply

to any field F.

As outlined by the previous discussion, spanning the sum
of all terms using 0-blocks and 1-blocks has direct applica-
tion to the construction of efficient PIR schemes. Specifi-
cally, a straightforward generalization of the scheme outlined
in Section 3, together with the above ideas, gives:

Theorem 2. [Let d,t, k be positive integers, such that the
d

sum of all terms in the term space <Ut€]) 18 spanned by the

valid 0-blocks and 1-blocks in this space. Then, there ex-

1sts a t-private k-server PIR scheme with query complexity

k(kzl)dnl/d and answer complexity kdn'/? (where (kzl) 18

the number of shares assigned to each server).

4.2 Spanning the Sum of all Terms

Theorem 2 motivates studying the following question:

Question 1. Givend and t, how large should k be so that
the set of valid 0-blocks and 1-blocks spans the sum of all
terms?

In this subsection we will solely focus on this question.
First, we introduce some notation.
Definition 2.  Let k.(d,t) denote the minimal integer k
d
such that the term space ([lz]) s covered by its 0-blocks and

1-blocks,” and ke(d,t) denote the minimal k such that the
sum of all terms s spanned by these blocks.

"Since each 0-block is covered by (exactly d) 1-blocks, it is suffi-
clent in the definition of k. to consider 1-blocks.

An exact characterization of k.(d,t) and some simple
bounds on k.(d,t) are given by the following two claims.

Claim 1. For any positive integers d and t, k.(d, t) is the
minimal integer greater than dt/2. That is,

ke(d, t) = |dt/2) + 1.

Proof. We show that term space <Uz])d is covered by
1-blocks if and only if k > dt/2. If dt > 2k, then it is
possible to construct a term 7 = (73, 73,...,T4) such that
each element j € [k] occurs in at least two sets T, (e.g., by
greedily adding each element to a pair of vacant sets) and
such term cannot be covered by a 1-block. Conversely, if
there exists a term 7 = (11,13, ...,Tq) which is not covered
by any 1-block, then every element j € [k] must occur in at
least two sets Th, implying that dt > 2k. OJ

Claim 2. For any positive integers d and t,
ke(d,t) < ko(d, t) < dt + 1.

Proof.
immediate consequence of the definitions. The upper bound
on k.(d,t) follows from the fact that the 0-blocks alone are
sufficient to cover the entire term space, and hence span

The fact that k. is a lower bound on k. is an

the sum of all terms, whenever k > dt (generalizing the
observation made in Subsection 3.2 for the case t =1). [

The scheme in the previous section shows that when
t =1, ko(d,t) = ke(d,t) = [dt/2] + 1. That is, the lower
bound on k. provided by Claim 2 is tight for the case t = 1.
However, this is not the case in general (see Section 5). In
the following we will improve the upper bound on k.(d, ¢t)
for ¢ > 1. A first observation to make is that, in addition
to the valid 0-blocks, there are other singleton sets of terms
which can be spanned.

Lemma 1. If aterm v = (T1,T3,...,Tq) includes a set
Trn which is disjoint from all d — 1 other sets, then {7} is
spanned.

Proof. Let = (T1,T2,...,T4) be such a term, with Tj
satisfying T, N7y, = 0 for any A’ € [d]\ {h}. The definition
of valid blocks implies that:

o (Th,....,Th_1,*,Thy1,...,Tq) denotes a valid 1-block
(since the d — 1 sets in this d-tuple do not include any
element of T3, and thus cannot cover [k]); and

e For any T € ([lz]) \ {Tw}, the d-tuple
(T1,... . Tnes T, Tngr, ..., Ta)

denotes a valid 0-block (since T \ T' # @ and each
element of T3, \ T is not covered by the d sets).

Finally, writing 7 as:
T = (T1,...,Th_1,*,Th+1,...,Td)

- Z (Ty, ..\ Trhea, T, Togas- .-, Ta),
Te(*)\ (T, }



Theorem 1 to the instance hiding scenario, where the bounded
player’s computation, let alone the communication with the
oracles, is required to be polynomial in the input length (or
poly-logarithmic in the corresponding “database” size).

Corollary 1. Let fm : {0,1}™ — {0,1} be any famiy of
Boolean functions. Then, for any constant ¢ > 0, there ex-
1sts a non-adaptive (ﬁ)-omcle instance hiding scheme

in which the bounded player’s computation (and commu-
def

nication) complexity is O(mc/2+3), where O(f) = O(f -
log ?M (1))

Proof. Viewing the evaluation of f,, as retrieval from
a 2™-bit data string (namely, the truth-table of f), the
specified communication bound is obtained from the bound
in Theorem 1 by letting n = 2™ and k = —>—. Indeed, in

clogm*
that case
-1
3 1/dy _ m. 3 o om (Cﬁ,’g‘m—l)
Ok n'l) = 0((clogm) (2"
O(m™ - (2) 55)
O( c/2+3)

Furthermore, the k-server scheme described in this section
can be implemented such that the user’s computation is lin-
ear in the communication.” O

The bound in Corollary 1 should be compared with the
corresponding bound for the schemes in [4, 9], which is

O(m°+2).

4 General Privacy Thresholds

In this section we generalize and extend the technique de-
scribed in the previous section to construct t-private PIR
schemes with larger privacy thresholds ¢.

4.1 The Paradigm

174 Tater we will con-

Fix parameters t,d,k, and let £ = n
sider the question of how large k should be, as a function
of t and d, so that a PIR scheme corresponding to these
parameters can actually be constructed.

As before, the user represents i as (i) = (i1,...,%q),
where each ip € [£], and shares each unit vector €;, among
the servers. The 1-private secret-sharing scheme of the pre-
vious section is generalized to the following replication-based
t-private scheme. First, each unit vector e;, is additively
shared into m = (i) shares, labeled by t-subsets of [k].
That is, e;, = ZTG([;;]) gL, where the shares ¢l are ran-

dom subject to the above restriction. Then, i sends to each
server DB; all shares g% such that j ¢ T. Notice that the
joint view of any collusion S C [k] of ¢ servers will be uni-
formly random over the query domain, since they will miss

5Observe that by letting ¢ be a power of 2, v(i) is trivial to compute
from the binary representation of i.

one share of each secret (namely, the share g5 of each secret
in). Now, similarly to the previous section,

r, =

(i)

which may be decomposed into

Z <x ) H(q1T17~~~,q§d)>.

Ty, T,e(])

From now on, the term (z, H(q?ﬂ...,q?)) will be de-
noted by the d-tuple of sets (71,...,74). As before, the
user’s goal 1s to learn the sum of all terms. It would clearly
suffice for the user to learn any set of linear combinations of
terms, as long as this set spans the above sum of all terms.

Now, what linear combinations of terms are known to, or
can be efficiently emulated by, a particular server DB;? Gen-
eralizing observations made in the previous section, server

DB; can:
,Ta) such that j ¢

1. compute any single term (77,...
Uhe[d] Th;

2. emulate any sum of terms of the form

Z (Ty, ..., Thea, T, Toga,s - ., Ta)
re(¥)

such that j & Uh'e[d]\{h} Ty, by generating a list L of
length ¢ whose 15-th position includes the sum value.
Specifically, the bit in the p-th position in this list is
defined by:

T Ty T T,
LP = <l‘ ’ H(q117"'7qhi117epvqhi-;17"'7qdd)>'

(The idea is that the sum of all shares in the h-th
coordinate of the terms equals some unit vector ep;
the list contains this sum for all ¢ possibilities.)

We refer to the first kind of linear combination as a valid
0-block, and to the second kind as a valid 1-block (corre-
sponding to the dimension of the set of terms it involves).®
For brevity, the 1-block

Z (Ty,....Tocr, T, Thys, - .., Ta)
Te([’;])

will be denoted by the d-tuple

(T1,...,Th_1,>k,Th_|.1,...,Td)7

SIn principle, blocks of higher dimensions can be used as well.
However, the cost of their emulation will usually be prohibitive for
our purposes. See Section 6 for some more discussion.



We now explain in more detail how the scheme proceeds,
for the case t = 1. Let (i) = (41,...,14). The first step
in the scheme will be for the user to produce an additive
secret-sharing of each unit vector e;, into m shares. That
is, for each 1 < h < d, the user chooses uniformly at random
qr, .-, qp such that ¢}, +q7 4 ...+ ¢ = e, . (Equivalently,

q, .. .,q;L"_l may be picked independently at random, and
qn' may be set as e;, — Zln:_ll q;). The key observation is

that, by the properties of H and the multilinearity of the
inner-product, we can write:

z; = {z , e)

<x , H(6i17~~~76id)>
<x H(iqf,...,iqé)

> Il am

’
a,...,aq €[m]

2 <”3 H(q?wwcﬂd».

ai,...,aq €[m]

Each expression (z, [[(g1",...,q3%)) in the last sum will be
referred to as a term. Notice that each term evaluates to a
single field element (a single bit when F' = GF(2)).

At this point, we have not yet specified what the value
of m is and how the user distributes the shares among the
servers. However, the intuition provided by the above equa-
tion is that if a single server holds the shares qi%,...,q}%,
then this server will be able to compute the value of the term

(x,H(qfl,...

is a server that can compute it, we can assign each term

,q5%)). Moreover, if for each of the terms there

to one server, and given such assignment construct a PIR
scheme as follows: (1) each server will compute the sum of
all terms assigned to it and send this partial sum to the user;
(2) by adding all k partial sums the user will reconstruct z;.
In light of the above, a natural idea that comes to mind is to
use secret-sharing with replication; that is; each share will
be given to many servers, and this will intuitively increase
the likelihood that the shares required for computing a par-
ticular term are all known to a single server. Similarly to [5]
(though for a different purpose) we use the replication-based
secret-sharing scheme of [14].

We first describe a simple implementation which does
not yield the best obtainable communication complexity but
provides an integration of the above ideas. For this, we
choose m = k = d + 1 (where k is the number of servers).
For each iy, the user shares e;, into qr,...,qF as above, and
distributes the share g to all the servers except for DB,.
Notice that each server views all shares but one, which is
sufficient to guarantee the privacy of e;, on one hand, and
on the other hand will provide the servers with a valuable
resource of redundancy. The only observation that is left to
make in this simple case is that since each term involves d
shares and the total number of servers (or shares) isd+1,
then for every d-tuple (q},...,q}*) there exists a server
which received all d shares, and therefore can compute the

value of the corresponding term.

The communication in the above scheme consists of d® -
£ = d*n'/? bits sent from the user to each server, and a sin-
gle bit replied from each server (a standard communication
balancing technique [9] can be applied to reduce the com-
plexity to the order of nl/(d“), which is still much worse

than the scheme we present next).

3.3 More Powerful Covers (still for ¢t = 1)

In this subsection we show a way of covering all terms using
almost half as many servers, providing a clean generalization
of the 2-server scheme from [9].

Assume k > d/2. As before, we let the user additively
share each e;, as q}b + ...+ qu, and distribute each share
qn to all servers except DB,. Now, consider a term 7 =
<x [ q;d)>. If there exists some j € [k]\{a1, ...,
aq} then, as before, 7 can be computed by the server DB;
alone. Unfortunately, it might also be the case that no server
holds allshares ¢}, ..., q;%, as the index set {a1,az,...,aq}
may cover the entire server domain [k]. However, since d <
2k, in such a case there must exist some server DB; which
misses exactly one share gj, where an, = j. (If all servers
miss at least two shares, then each index in [k] occurs at
least twice in the d-tuple (a1, az,...,aq), implying that d >
2k). The term 7 will be emulated by server DB; as follows.
Knowing all shares of e;, except ¢, server DB; is able to
construct an ¢-bit list L, which includes the value of 7 as its
th-th entry. Specifically, the p-th bit in the list L., 1 <p < ¢,
can be calculated as:

xr H(qfl,...

Notice that since the position 25 1s known to i, it can extract
the value of 7 from the list L.

As a final optimization observe that instead of sending
separately all lists L, for the terms it is assigned to emulate,

Ap—1 a  Qp41 a
ydp_1 1 €p— § thqh_ﬂ— 7~~~7qdd)
a€lk]\g

each server may add up (coordinate-wise) all the lists with
the same emulation position h, 1 < h < d, resulting in d ¢-
bit lists. Moreover, the bit value of the terms it is assigned
to evaluate directly may be added to all elements of one list.
Thus, it suffices for each server to reply with df bits. Again,
the user who knows ¢5 can extract the corresponding value
from the combined list. To conclude, the scheme described
above shows the following:

Theorem 1. Letk > 2, andd = 2k —1. Then, there exists
a 1-private k-server PIR scheme with communication com-
plexity of O(kg’nl/d) = O(k3n1/2k_1) bits (more precisely,
the query complezity is k(k — l)dnl/d bits and the answer
complegity is kdn'/? bits).

3.4 Application to Instance Hiding

Notice that the k-server bound in Theorem 1 is polyno-
mial in k, in contrast to the k-server scheme of [2] whose
communication complexity is exponential in k. In particu-
lar, for k = Q(%"—), the communication becomes poly-
. . 08 108 7 . . o
logarithmic in n. This allows pushing the applicability of



2 Preliminaries

2.1 Notation

We use the following notation. For any positive integers k
and t, we denote by [k] the set of integers {1,...,k}, and by
([lz]) the set {T" C [k]: |T| = t}. We use ¢; to denote a unit
vector (that is, a vector with 1 in its j-th coordinate and
0 in all others), whose underlying vector space will be clear
from the context. For z,y € F'", where F'is a finite field, we
let {(z,y) denote the standard inner product over F; that is,
(z,y) = Z:;l z;y; (where both addition and multiplication
are carried over F').

2.2 Definitions

A private information retrieval (PIR) scheme is a protocol
for a user, U, and k servers DBiy,...,DB;. Each server
holds an identical copy of an n-bit string # which is called
the database. The user has an index ¢ which it is interested
in retrieving. For this, the user chooses a random string
r and based on i and r it computes a k-tuple q1,...,qx of
queries. [t sends each query ¢; to the corresponding server
DB;. Then, each server DB; based on the database & and
the query ¢; computes an answer a;. Finally, the user based
on ¢,r and ai,...,ar computes some output b. We say that
the scheme is correct if for all choices of #, ¢ and r the output
b equals x;. We say that the scheme is t-private if for every
set T'= {51,...,J:} of t servers, for every two indices 7,1,

and for every t-tuple of queries g;,,...,q;, we have

Pr(qhv . '7QJt|i) = Pr(qhv N '7qjt|i/)7

where the probability is over the choice of r.?

The communication complexity of a PIR scheme is the
total number of bits exchanged between the user and the k
servers in the worst case. That is

k k
max (> g+ > las]
ZT,0,T

j=1 3=1

We sometimes refer separately to the query complexity and
to the answer complexity. These are naturally defined in the
same manner as above.

3 Constructing 1-private PIR Schemes

In this section we deal with the case of 1-private PIR schemes.

We start (in Section 3.1) by presenting an algebraic frame-
work (generalizing the “cubes” approach of [9]), which will
be used by all PIR schemes constructed in this work. Then
(in Subsection 3.2), we present a basic scheme that utilizes
this algebraic view. Finally (in Subsection 3.3), we optimize
our approach and get our improved upper bounds for the
case t = 1.

3The definition can be weakened by allowing multi-round schemes
and introducing a probability of error. However, all the schemes pre-
sented in this work are one-round and always correct.

3.1 Algebraic Framework

In this section we define some algebraic constructs which
are used throughout this work. As in [9], we fix a positive
integer d (the dimension), and assume without loss of gen-
erality that n = £¢ for some positive integer £. Let F be
a finite field. The parameters n,£ and F induce the vector
spaces X S F" called the data space, and Q S F*, called
the query space. In the following, the data string = will be
viewed as a vector in the data space, and the queries sent
by the user will consist of several vectors in the query space.

Let v be a 1-1 mapping of [r] onto [£]%. For instance,
v(2) may be taken as the base-f representation of . Finally,
letting v(z) = (?1,...,1q), we define a d-argument function
IT: Q? — X, whose i-th entry (1 < i < n) is given by:

7

|:H((q%77q%)77(qf77qg)) dz&f qzll %22qu

Notice that each i-th entry of the output rn-tuple of H is a
product of a single entry from each input ¢-tuple, where the
index ¢ determines (using ) which d entries are selected.
We will heavily rely on the following two (easily-verifiable)
properties of H:

1. For every i € [n], if v(i) = (41,...,4q), then

H(eil,...,eid):ei

2. H is a multilinear function over Q. That is, for any
h E [d] and q17"'7qd7th E Q’

[+ a" )
= [ a7 e

+ Tl

Throughout the remainder of this paper, unless other-
wise specified, F' will be taken to be GF(2). When F' =

GF(2), the above algebraic constructs are isomorphic to the
4

h—1 ~h k4l d
,q g

subcube geometry used in [9].

3.2 The Basic Approach

All PIR schemes constructed in this work conform to the
following linear paradigm:

o The user represents ¢ as v(1) = (¢1,...,2q), and shares
each of the d (-tuple e;, among the k servers using a
t-private linear secret-sharing scheme;

e FEach server performs a local computation on its shares,
resulting in a collection of vectors from the data space
X, and returns to U the inner product of the database
x with each of these vectors;

o U reconstructs x; by taking a fixed linear combination
(depending only on i) of the answers.

It will be later discussed (see Remark 1 in Section 4) why larger
fields F' should be considered even when retrieving a single bit.



that is, ¢t = 1. The case ¢ > 1 is addressed in [9], where
it is shown that for any positive integers ¢,d there exists
a t-private (dt — t + 1)-server PIR scheme with complex-
ity O(nl/d). Such t-private schemes are obtained by using
a variant of the low-degree polynomial interpolation tech-
nique of [3, 4], along with a generic communication bal-
ancing technique due to [9]. Moreover, the communication
complexity of the t-private schemes from [3, 4, 9] becomes
poly-logarithmic when k& = ©(t - log n/loglog n).

Since the first works on information-theoretic PIR, no
progress has been made towards improving the upper bounds
mentioned above.

OUR RESULTS. In order to present our new improved upper
bounds in a clear way, we give an alternative formulation of
the question: instead of asking what is the best communica-
tion complexity that we can achieve for ¢-private PIR with
k servers, we ask:

Given values t and d, what is the smallest number
of servers, k, for which we can design t-private
scheme with communication complexity O(nl/d) ?

We present a linear-algebraic approach that generalizes in a
non-trivial way the cubes technique and the server-emulation
technique of [9]. Using this approach, we construct schemes
with various parameters. These include:

e For the case t = 1, we obtain a 1-private k-server PIR
scheme with communication complexity O(kg’nl/(%_l)).
While for a constant k this bound is asymptotically
the same as the previously known result for the case
t = 1 [2], our scheme has two advantages. First, it
is somewhat simpler (in particular, the scheme from
[2] is recursive). Second, and more importantly, the
communication complexity of the scheme from [2] de-
pends exponentially on k; hence, our exact communi-
cation complexity is substantially better, starting from
small values of k. The fact that the communication in
our scheme grows polynomially in k& allows us to get
a poly-logarithmic communication complexity when k
is O(log n/loglog n). This yields some improvements
over known locally random reduction and instance hid-
ing schemes [1, 3, 4].

e For the case t > 1 our improvements are much more
significant. We are able to reduce the number of servers
required for obtaining ¢-private schemes with commu-
nication complexity O(nl/d) for various parameters ¢, d
(note that even reducing the number of servers by 1
might be considered a significant savings). For exam-
ple, prior to our work the communication complexity
of the best known 2-private scheme using k& = 4 servers
was O(n1/2), while our bounds imply a scheme with
communication complexity O(nl/g’). (Any further im-
provement on this communication complexity would
immediately imply the same improvement for the 1-
private, 2-server case.) More generally, for any 0dd?

?In the case where d is even the bounds are almost the same.

| k | t | new | previous |
1 O(k3n1/(2k—1)) O(2k2n1/(2k—1)) [2]
2 o(n'’?) O(n'/?) [9]
6 |2 o(n'’*) o(n'’?) 9]
12 |2 O(n'’®) O(nt/%) 9]
6 |3 O(n'’?) O(n*’?) 9]

Figure 1: communication complexity for some values of k,¢

constant d > 3 and any constant ¢ > 1, there exists a ¢-
private k-server PIR scheme with communication com-
plexity O(nl/d), for k = min(Ldt — %LSJ,dt —t).
We note that depending on the relation between d and
t the minimum is given by a different expression and
that in any case we save at least one server comparing
to the previously known bound of dt — ¢t + 1.

The communication complexity of our schemes for some val-
ues of k, ¢ is summarized in Figure 1.

A natural question is how far these upper bounds can
be pushed. We use the linear algebraic structure of our
schemes to prove some lower bounds on the communication
complexity of schemes which follow our paradigm. We em-
phasize that this only shows a lower bound on the power
of our technique; for non-restricted PIR schemes no good
lower bounds are known: the best lower bound known is
(4 — o(1)) - logn bits (compared to the trivial logn lower
bound) and even this requires some non-trivial argument
[16].

TECHNIQUES USED. Our schemes employ a replication-based
secret-sharing scheme due to [14]. Similarly to [5], we exploit
some homomorphism property of this scheme (a variant of
a multiplication property that was studied for general linear
secret-sharing schemes in [10]). However, and quite inter-
estingly, in the works mentioned above the sole motivation
for using such replication-based schemes is that of dealing
with general (i.e., non-threshold) access structures, whereas
our work is only concerned with the threshold case.

EXTENSIONS. To keep the presentation as simple as possi-
ble, we focus on the basic notion of PIR as defined in [9].
However, our techniques can be used to derive improved up-
per bounds for various extensions of PIR: ¢-private retrieval
of multi-bit records [9], schemes that provide “privacy” for
the database in addition to the user [13], and schemes that
keep the data itself private from the servers [12]. Details of
these extensions are omitted from the current version.

Organization: In Section 2 we provide some basic nota-
tions and definitions that are used throughout the paper.
In Section 3 we deal with the case ¢ = 1. This case already
demonstrates many of our ideas. In Section 4 we gener-
alize our technique to handle efficiently larger values of ¢.
Section 5 includes a lower bound on the power of our tech-
nique. Finally, Section 6 includes some concluding remarks
and suggestions for future research.
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(extended abstract)

Yuval Ishai*

Abstract

Private Information Retrieval (PIR) schemes allow a user to
retrieve the i-th bit of an n-bit database z, replicated in k
servers, while keeping the value of ¢ private from each server.
A t-private PIR scheme protects the user’s privacy from any
collusion of up to ¢ servers. The main cost measure for such
schemes is their communication complexity.

We introduce a new technique for the construction of
information-theoretic (i.e., unconditionally secure) PIR sche-
mes, providing a non-trivial linear-algebraic generalization
of previous techniques. Using this technique, we improve
and simplify known upper bounds on the communication
complexity of PIR schemes in the information-theoretic set-
ting. In the case of 1-private PIR, we give a simple k-server
scheme with complexity O(kg’nl/(%_l)), improving the best
known construction whose complexity also grows linearly
in n'/(F=1) for any fixed &k, but depends exponentially on
k. Our improvements are more significant for t-private PIR
schemes, where ¢t > 1. For example, we get a 2-private,
4-server PIR scheme whose communication complexity is
O(nl/g’), compared to the previously known O(n1/2) upper
bound.

1 Introduction

Private Information Retrieval (PIR) schemes allow a user to
retrieve information from a database, while keeping the iden-
tity of this information secret from the server in which the
database is stored. It is convenient to model the database
by an n-bit string x and the information that the user is
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interested in retrieving from z is modeled as the i-th bit of
x; that is, z;, for some index ¢. The notion of PIR was in-
troduced by Chor et. al [9] and since then was the subject
of a significant amount of work [2, 6, 7, 8, 11,12, 13, 15, 17].
If information-theoretic privacy is required and there is a
single server available, then there is no better solution other
than the user asking for a copy of the whole database from
the server (which is obviously very inefficient) [9]. How-
ever, if identical copies of the database are replicated in
k > 1 servers, then the communication complexity can be
significantly reduced. In particular, for every constant k,
there exists a k-server PIR scheme with communication com-
plexity O(n'/*=1) (this result was first shown in [9] for
the case k = 2; this 2-server scheme was later used as a
building block in [2] to prove the result for & > 2). More
precisely, the complexity of the k-server scheme in [2] is
O(2k2n1/(2k_1)). When k = O(log n) a communication com-
plexity of O(log? nlog log n) is attainable (this was shown in
[9] using a scheme similar to the instance hiding schemes
of [3, 4]). Finally, [15] show that under the quadratic-
residuosity assumption single-server computationally-private
schemes of communication complexity O(n¢), for any ¢ > 0,
are possible. Extensions of this result to other “standard”
intractability assumptions appear in [16], and an efficiency
improvement based on a new intractability assumption ap-
pears in [7]; also in the multi-server model computationally-
private schemes were studied in [8]. The current work is
concerned with the information-theoretic setting.’

There are several parameters according to which a multi-
server PIR scheme is evaluated. Most importantly, &, the
number of servers (copies) is the most crucial resource; then,
the communication complexity of the scheme; finally, a pri-
vacy threshold parameter ¢ (1 < ¢t < k) which limits the
number of servers that might collude together in order to
get information regarding the index i that the user is in-
terested in retrieving. In all of the abovementioned results,
it is assumed that no two servers can talk to each other;

Hnformation-theoretic PIR schemes have several advantages over
the currently-known computationally-private schemes: (1) the time
complexity of the information-theoretic schemes is much smaller; (2)
for “practical” parameters of k¥ and n they even give smaller com-
munication complexity; and (3) to-date, there is no single-server low-
communication PIR scheme which is based on a “general” intractabil-
ity assumption.



