How to Prevent Type Flaw Attacks on Security Protocols
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Abstract free variables that can be instantiated with different values
in different runs.
A type flaw attackon a security protocol is an attack Meadows, in [4], describes a type flaw attack on the un-

where a field that was originally intended to have one type modified Needham-Schroeder Public-Key Protocol [5]. The
is subsequently interpreted as having another type. A num-adapted version of the protocol is vulnerable to essentially
ber of type flaw attacks have appeared in the academic lit- the same attack:

erature. In this paper we prove that type flaw attacks can

be prevented using a simple technique of tagging each field ~ Msga.3. Ix—= B : {N1, A}py(p
with some information indicating its intended type. Msg a.4. B—>S : A
Msga.5. S—B : {PK(A), A} (s

1 Introduction

Msg a.6. B = 1Ia : {Np, Ny, B} pgeay
MsgB.3. Iin,m) = A {N1, (No, B)} prea)

A type flaw attackon a security protocol is an attack Msg 5.4. A—=1Is : (Ny, B)
where a field that was originally intended to have one type Msga.7. Iy —>B : {Nb}PK(B)-
is subsequently interpreted as having another type. For ex-
ample, consider the seven message version of the adapte@ihe attack uses two runs, whose messages are labelled
Needham-Schroeder Public-Key Protocol [2]: andg; the notation/ 4 denotes the penetratdreither fak-

Msgl. a—s
Msg2. s —a :
Msg3. a—b
Msg4. b — s
Msg5. s —b
Msg6. b —a
Msg7. a—1b

: b

ing a message, apparently frofy or intercepting a mes-
sage intended fad. The penetrator seeks to impersonate

{PK(b),b} g5 s throughout rur. WhenB issues a nonce challenge at mes-

: {na, a}PK(b)

a

sagen.6, the penetrator replays this messagelags mes-
sages.3; A interprets the field V,, B) as being an agent’s
identity, and so believes this message came f(dimn B).

: {PK(a),a} g, A therefore tries to requegl,, B)'s public key, by sending
: {na,nb,b}

: Anb} prny-

the “identity” (N, B) to the server; this allows the penet-
rator to learnV,, and hence respond to the nonce challenge.
In this paper, we consider a system where fields are

PK(a)

We adopt standard notation for protocols: and b are tagged with some extra information indicating their inten-
agents’ identitiess is the identity of a trusted servery and ded type. One can think of the tag as a few bits attached
nb are nonces; the functiod3K andSK return an agent’s  to the field, with different bit patterns allocated to different
public key and secret key, respectivelyin}, denotesn types. For example, we will write(fionce, N')” to represent
encrypted by key.. We consider the above variables to be avalueN tagged in such a way to indicate that it is intended



as a nonce. We will similarly tag compound messages; for following type flaw attack exploits this:
example, we will write {pair, ((nonce, N), (nonce, N')))”

to represent a pair of valug§ and N’ tagged as nonces; Msgl. In—+B : A
we assume that the tag for a pair contains enough inform- Msg2. B =14 : N,
ation to allow an honest agent to decompose the message Msg3. Ix — B : N,

correctly (for example, the tag might contain a represent- )
ation of the number of bits in each component). We will Msgd. B —Is : {4, B, Ny}
assume that the tag for an encryption contains the type of Msgb. Is = B : {A, B, No}eip.s)
the encrypting key and the type of the body of the encryp-
tion; for example, we will write {lnonce, noncel} pupkey” tO

represent a tag indicating an encryption of a pair of nonces"/Nich B accepts as being of the form
with a public key.

We assume that honest agents will tag messages that they {4 B N areaa,9)
create with theitrue type for example, if they introduce a B therefore encryptsV, within message 4. However, this
nonce, they will tag it as being a nonce. We assume thatis precisely the form of message that the penetrator requires
when an honest agent receives a message, it will check thato fake message 5.
all accessible tags (i.e. those tags not inside an encryption If we were to again adopt the tagging scheme, the nonce
that this agent cannot decrypt) are as expected. On the otheih message 2 would becom@once, N;). The penet-
hand, we will not assume that the penetrator follows theserator cannot replay the nonce in this form in message 3,
tagging rules—we will allow the penetrator to place arbit- but can retag the nonce with the tag ttatis expecting
rary tags upon accessible messages (i.e. those messages ndtagent, agent, nonce|}shared-key; Np). Message 4 would
protected by an encryption)—and we will not assume that then become (dropping the4ir” tag and the pairing par-
honest agents can detect such dishonest tagging. entheses for ease of notation):

Suppose we were to use this tagging scheme in the at-
tack described above. The text of messagewould then ({lagent, agent, {|agent, agent, noncel}shared-key [}shared-key »
become: {(agent, A), (agent, B),

({lagent, agent, nonce[}shared-key: Vo) } sparea(s,5))-

shared(B,S)

The penetrator replays the nondg at B in message 3,

({Inonce, nonce, agent} pubkey;

But this message could not now be replayed as an instance
{(nonce, Ny), (nonce, N}), (agent, B)}PK(A)). 9 play

of message 5, becaugkis expecting a message where the
third field inside the encryption is tagged as being a nonce.

A penetrator could replace the outermost tag with The penetrator could change the outer most tag, to create:
{Inonce, agent[} pubkey ({lagent, agent, nonce[}shared-key
{(agent, A), (agent, B),
but the tag inside the encryption cannot be tampered with. ({lagent, agent, noncelf}shared-key No) } sharea(,s) )

Now A will not accept this message as an instance of a mes-
sage 3, because in such messages the second field inside t
encryption should be tagged as being an agent’s identity.
Hence this tagging scheme would prevent the above attack”

As another example, consider the Woo and Lam Protocol
m from [10]:

Il?éjt the penetrator cannot change the inner tag without ac-
cess to the appropriate key. Again this tagging scheme pre-
vents the attack. Observe that the type flaw attack is pre-
vented simply by having the participants examine the tags;

they do not need to be able to tell the true types of fields.

In this paper we prove that in fact this tagging scheme is
enough to preverdll type flaw attacks. The utility of this
Msgl. a—1b : a result to the designers and implementers of protocols should
Msg2. b—a : nb be obvious.

Msg3. a—b : {a,b ”b}shmd (a.8) This result is also useful to protocol analysers. Most pro-

tocol analysis techniques adopt thigong typing abstrac-
4. : . . . .
Msgd. b= s : {a.b.4a:b,nb} orcata.n)} shared(s.s) tion, where all messages considered in the analysis are as-

Msg5. s = b 1 {a,b,nb} 4eq.s)- sumed to be well-typed. This corresponds to an assumption
that all agents can “magically” tell the true types of mes-
Here shared(a, s) denotes a key shared betweemnd s. sages. The result of this paper presents a way of justifying

Note thath cannot decrypt the message he receives in mes-this apparently unrealistic abstraction.
sage 3, but instead simply includes it inside message 4. The More precisely, we show the following:



If a protocol is secure under the strong typing Tags
abstraction, then it is secure under the tagging

scheme. We assume that there is a tag corresponding to each base

type; we will adopt obvious names for such tags. We will

In other words, this tagging scheme implements the strong@/S0 @ssume tag “constructors” for pairing and encryption.
typing abstraction. In fact, our approach is to show the fol- 1he types of tags can be defined by:

lowing: Tag ::= agent | nonce | pubkey | ... |

If there is an attack upon a protocol under the pair | enc Tag" Tag.

tagging scheme, then there is an attack underthe  \ye assume that the tag for an encryption includes an indic-
tagging scheme such that all fields are correctly ation of the encryption algorithm (e.g. DES or RSA public
tagged. key encryption) that is claimed to have been used to pro-
) Y S duce the message. We include this algorithm tag because
(We make the concept of “correctly tagged” precise in the we want to be agle to model the case 3vhere a kgy is used
next section, but essentially it means that all fields are i the wrong algorithm. More precisely, we associate al-
taggecrllwnh atag t.h at represen'Fs thﬁ Irtrue type.) | gorithms with types of keys (e.g. associating RSA public
In the next section we describe how we can model pro- key encryption with the type of RSA public keys) and in-
tocols using tagged messages. Our model is based upon thg |4e the tag for that key type within the encryption tag.

strand space model ,Of [9]. We use the st_rand space framewe also include the type of the body (as a sequence of tags)
work because it provides a particularly suitable notation for within the encryption tag. Senc (1. ., t,) kt will indic-
the kind of reasoning required for the proof. However, the 4o 4 (44 that claims that the accompanying fact is encrypted

results of the paper are general and can be applied to Othe{}vith a key of typekt (using the appropriate algorithm), and
approaches to the analysis of security protocols (in the CON-\vhere the body is a sequence of facts with tags. . , £
text of the Dolev-Yao model) such as those in [3, 4,6, 7]. | o il abbreviate this tag tdt, . o

In Section 3 we prove our claim that this tagging scheme
prevents all type flaw attacks. We sum up, and discuss poS= d fact
sible implementations for the tagging scheme, in Section 4. aggedtacts
We similarly define a type of tagged facts. We represent
such tagged facts 4%'ag, Fact) pairs, where the tag gives
the claimed type of the fact; the facts themselves are built up

from atoms using constructors for pairing and encryption.
In this section we present the model we will be using to

2 Modelling protocols

prove the main result of this paper; this model will be based TaggedFact ::= Tag x Fact

upon the strand space model of [9]. We describe how we Fact == Atom |

model tagged factsand define what it means for a tagged PAIR TaggedFact TaggedFact |
factto be correctly tagged. We then give a brief overview of ENCRYPTTag TaggedFact Fact.

the strand space model, showing how we model honest par-

ticipants and penetrator capabilities. We also explain how PAIR #f1 tf2 represents a fact formed by concatenat-
breaches of security, and hence security properties, can béng tagged factgf1 and ¢f2. For example, a correctly
expressed in the strand space model. tagged pair of noncegV1, N2) would be written agpair,
PAIR (nonce, N1) (nonce, N2)). We will write (#f1, #f2)

as an abbreviation fdpair, PAIR ¢f 1 £f2). We will drop su-
perfluous parentheses within nested pairing, writing, for ex-
ample,(tf1, tf2, tf3); we will drop such parentheses com-
pletely when the pair forms the body of an encryption.

2.1 Tags and facts

We assume some sétom of atomic values, partitioned
into typesAgent, Nonce, PublicK ey, etc. By partitioning ENCRYPTKE #f k represents tagged fagt encrypted us-
the types in this way, we assume that each atomic value ha:§ng key k and algorithm corresponding fer; we will ab-
a unique true type: for values introduced by an honest agenty aviate this to{ £ }%¢, and will tend to drop thét where it
this will be the type that the honest agent intended for the matches the type Gf
value; the penetrator, however, will be allowed to tag such e adopt a version of thperfect encryption assump-
values with a different type. tion [3], that is, that an honest agent can tell whether it has
IWe use the term “fact” for messages or parts of messagegrpnef correctly decrypted a message, i.e. whether the decrypting

to reserve the word “message” for complete messages of titeqa in key and algorithm i.t used to decryp_t the message corres-
question. pond to the encrypting key and algorithm used to create the




message. This can be implemented by including sufficientwhere get-tags returns the sequence of tags labelling the
redundancy within the encryption. body of an encryption:
Note also that the type of the body of an encryption is in- . s
cluded both inside and outside the encryption, for example: &et-tags(pair, (if1, 1f2)) = get-tags tf 1™ get-tags if2,
get-tags(t, f) = (t), fort # pair.

Note that for an encryption, the tag for the key must match
the encryption algorithm used and also the type of the key

({lagent, agent, noncel}shared-key ;
{(agent, A), (agent, B), (nonce, Nb)}sh,m‘ed(B,S))’

which is a shorthand for used. _ _
It is also useful to characterize when a message is cor-
( enc <agent= agent, nonce) shared-key, reCtIy tagged at the outermost level:

ENCRYPTshared-key
(pair, PAIR (pair, PAIR (agent, A) (agent, B))
(nonce, N3)) top-level-well-tagged(nonce, z) < = € Nonce,

shared(B, S) ).

top-level-well-tagged(agent, z) < x € Agent,

. top-level-well-t d(pair, z
We will often want to talk about the tag or fact compon- op-level-well-tagged(pair, z) «

ents from a tagged fact, so we define projection functions as Jtf1,1f2: TaggedFact « = = PAIR #f1 tf2,
follows: top-level-well-tagged({/¢s|} x:, ) <
(t, ) =t (t, f)2 = f. 3tf : TaggedFact ; k : Fact «

x = {tf }k* A ts = get-tags tf.

Subfacts Note that for an encryption, the key tag must match the al-

We will want to talk about the sub-tagged-facts of a tagged gorithm used for the encryption, but not necessarily the key
fact. The subfact relation is defined as the smallest relationused.

such that:
2.2 Strand spaces

o if C tf;
. ) As mentioned earlier, we will be using the strand space
o if Tt (f1,4f2)) i 4f T tf1orif T tf2; model from [9]. We give here a brief overview of the strand
o tf T (t,{tf'},)if tf C tf'. space model, and how we adapt it to deal with tagged facts.
’ A strand represents a sequence of communications by
We will also want to talk about the sub-untagged-facts of a either an honest agent or the penetrator. Formally, it is a se-
tagged fact. We will writef C tf if (¢, f) C tf for some quence of the forngxtf,, +tf,, ..., tf,,), where+if rep-
tagt. resents the transmission of tagged fgcand —¢f repres-
ents reception off. A nodeis any particular communica-
tion +¢f.
A graph structure is defined on strands by means of two
We now define what it means for a tagged fact to be cor- types of edge:
rectly tagged. We define this inductively over the structure
of tags, as follows:

Correct tagging

¢ If nodesn; andn;;, are consecutive nodes on the
same strand then we writg = n; . This represents

well-tagged(agent, 7) < z € Agent, the chronological sequence of communications along

well-tagged(nonce, z) < x € Nonce, astrand,
e If noden; = +tf andn; = —tf then we writen; —
. n;. This captures communications from one strand to
well-tagged(pair, z) < -
another.
Jtf1,tf2 : TaggedFact »
T = PAIR {f1 tf2 A bundlerepresents a particular history of the network.
A well-tagged tf1 A well-tagged tf2, Formally, if C C (—» U =) is a finite set of edges, and
well-tagged ({|£s} s, 7) < ﬁ/cntdr}::et of nodes appearing on any edgé,ithenC is a
u if:

Jtf : TaggedFact ; k : Fact »
z = {tf}kt A well-tagged(tf) 1. whenevem, € N¢ andn, has negative sign, there

A well-tagged(kt, k) A ts = get-tags tf, exists a unique, such that, — n, € C,



2. wheneven, € N¢ andn; = no, we haven; = ny € encrypted component of the third message, whiadoes

C; not decrypt, is represented by a variablanodelling that
should accepanyvalue for this component.

All strands representing an execution of a particular role

We will want to be able to talk about when a fact or can be formed by instantiating the free variables of the cor-
tagged fact is first transmitted. K is a set of tagged facts, responding template, that is, by substituting the free vari-

3. Cis acyclic.

then a node: is anentry pointto S if the term ofn is +1f ables consistently with facts.
for sometf € S, and for each node’ previous ton on the For example, in the case of the template above, a typical
same strand, the term of is not inS. A tagged factf will execution (where there has been no interference from the

be said tooriginateon a node: if n is an entry pointto the  penetrator) can be formed using the substitution function
set{tf' | tf C tf'}. Similarly, anuntaggedfact f will be sub where:

said tooriginateon a node: if n is an entry point to the set
{tf' | f C tf'}. An untagged fact igniquely originatingn

a bundleC if it originates on a unique node 6f

sub(a) = A, sub(b) = B, sub(s) =S, sub(nb) = Ny,
sub(z) =
{(agent, A), (agent, B), (nonce, Nb)}shared(&S)-

2.3 Honest strands The execution in the attack described in Section 1 can be

. . ) form ing th titution function:
We assume that each role in the protocol is defined by ormed using the substitution functio

astrand templatea sequence of templates for sent and re- sub(a) = A,  sub(b) =B, sub(s) =S,
ceived tagged facts, defining the operation of the agent in sub(nb) = Ny, sub(z) = Ny '
that role. '
The templates for tagged facts will make use of some (We argued above that it is not possible to produce penet-
setVar of variables, and some sétn of function identi- rator strands to complete this attack.)
fiers (which will contain functions like” K, the public key Implicit in the definition of a strand template is the as-

function). Tagged fact templates can be defined as follows: symption that when an honest agent first sees a free variable
in a message that it receives, it will accept any value for the

TaggedTemplate ::= Tag x Template variable.

Template ::= Formally, a substitution is a function:
Var | APPLY F'n Var* |
PAIR TaggedT emplate T aggedT emplate | sub: Var — Fact.

ENCRYPTT ag TaggedT emplate Template. ) _
Such a function can be lifted to complete tagged templates

The templateappLY g (v1,...,v,) represents the func- as follows:

tion g applied to the variables,, ..., v,; we will denote

thisg (v, ..., v,). sub(t,v) = (t,sub(v)), forv e Var,
For example, the role played layin the Woo and Lam g4t g(vy, ..., v,)) = (¢, g(sub(v1), ..., sub(vy,))),

Protocolm; would be defined by the following sequence for g € F'n, where the

of templates (where we are adopting the same notational function application is

conventions as earlier): defined,

temp = sub(pair, (tf1,tf2)) = (pair, (sub(tf1), sub(if2))),
(—(agent, a), sub({ltsf, {tf}x) = {‘ts‘}tkv{S“‘b(tf)}sub(tk7k)2)7

+(nonce, nb),

and hence lifted to strand templates by applyingto each
message in turn.

We will assume that each strand template is consistently
tagged, in the sense that the same tags are always given to
the same variables. Formally, we define a type environment
to be a function:

{‘agent: agent: nonce‘}shared-key ‘}shared-key:
{(agent, a), (agent, b),
({lagent, agent, noncel}shared-key ; .7:)}shwed(b75))7
—({lagent, agent, nonce[}shared-key »

> {(agent, a), (agent b), (nonce’nb)}shwed(b=8)) p: (Var = Tag) U (Fn — Tag* x Tag)

Note that this strand uses five free variables:b, s, nb
andz; and also the functioshared. Note also that the 2Recall that a subscript “2” extracts the fact component afged fact.

The idea is:




e forv € Var, p(v) gives the tag that should receive,
or, equivalently, the type with which should be in-
stantiated,;

e forg € F'n, p(g) will be a pair of the form

({t1,...,tn), 1),

wherety, ..., t, give the types of the arguments pf
andt gives the type of the result.

¢ An honest agent will only tag a fact as being an en-
cryption if itis indeed created as an encryption; in this
case the encryption tag will include the identity of the
algorithm used, and the tags of the body; however, the
key used for the encryption might not be of the expec-
ted type, because the honest agent might have received
an ill-tagged key from the penetrator.

The above discussion has suggested that the bundle un-
der consideration contains honest strands fraimglepro-
tocol. In fact, this is not necessary: our results apply equally

We can then define a tagged template to be well taggedwell when we consider bundles containing honest strands

with respect tg as follows:

well-tagged ,(t,v) < t = p(v), forv € Var,
well-tagged (¢, g(v1,...,v,)) &
p(q) = (<p(7)1):"'7p(7)n)>7t)7 forganv

well-tagged , (t, PAIR t11 112) <
t = pair A well-tagged ,(tt1) A well-tagged ,(##2)
well-tagged (¢, {tt}}') <

t = {lget-tags(tt) b
A well-tagged , (tt) A well-tagged ,(kt, k),

3

whereget-tags is defined analogously to earlier. Our as-

from several different protocols (as considered in [8]).
2.4 Penetrator strands

Following [9], we assume that there is some Bebf
messages that the penetrator can produce himself. In [9] this
is a set of atomic values; in contrast, we assume some larger
set, including some compound facts; we will say more about
this set below. We will also assume some Kgt of keys
that the penetrator has available.

Penetrator strands under the tagging scheme are exactly
analogous to as in the standard strands model, but with the

sumption about strand templates being consistently taggedddition of a type of stran& representing manipulation of

can be captured as follows:

Assumption 1. For each strand templatemp, there is
some type environmemptsuch that all the tagged fact tem-
plates oftemp are well tagged with respect o

top-level tags. A penetrator strand is one of the following:

M Text message (+(t,x)) for z € T, with (¢,2) well-
tagged.

F Flushing (—tf).

One corollary of this assumption is that each variable in a T Tee (—tf, +if, +tf).

strand template receives a unique tag.
We will assume that the functions i#in are partial, and

C Concatenation (—tf, —tf', +(pair, (tf, tf'))).

only defined when they are applied to arguments of the cor-s Separation (— (pair, (#f, tf')), +tf, +tf')

rect types. For example, if we have a functi®¥ that
is intended to return an agent’s public keyK (V) will
not be defined for a nonc¥. We assume that if the argu-
mentsvy, ..., v, of a functiong have tags,,...,t,, then
g(z1,...,z,) wWill be defined only if(t1,21),. .., (tn, Ts)
are all well tagged.

We assume that the honest agents correctly follow the
tagging scheme. This can be encapsulated in the following

assumption;

Assumption 2. If the tagged factt, f) originates on a reg-
ular strand, themop-level-well-tagged(t, f).

This assumption has a number of facets:

¢ If an agent introduces an atomic term for a variable,
then it introduces a value of the expected type.

¢ An honest agent will only tag a fact as being a pair if it
was indeed created as a pair.

K Key (+(tk, k)) with well-tagged(tk, k) andk € Kp.

E Encryption (—(tk, k), —tf, +({ts[}sr, {tf }iF)), where
ts = get-tags(tf).

D Decryption (—(tk', k'), —({|t[}sx. {tf}i¥), +1f), where
tk andtk’ are tags representing inverse key types, and
k' is the decrypting key correspondingfavhen they
are considered as keys of typ@$andtk, respectively.

R Retagglng <_(t7 f)7 +(tla f))

Note that the retagging strand only applies to the top
level tag, and that all other strands do not interfere with
the tags of their messages. However, this does not neces-
sarily prevent inner components from being retagged; for
example, one component of a pair can be retagged by sep-
aration, retagging that component, and then concatenation.

Note that when the penetrator produces a fact, it is ini-
tially correctly tagged at the top level:



Lemma 1. If fact f originates on a penetrator strand, then define a failure of secrecy to be where each of the following

it does so with a tag such thatop-level-well-tagged(t, f). holds:

Proof: The only strands that can be the origin of a factare 1. There is a strand = sub(temp) with C-height at
M, C, K, andE; in each case, the fact produced is indeed leasth (|e at least the firsh messages of appear
well-tagged at the top level. O in the bundle0).

Of course, the above does not prevent the penetrator from

changing the tag after the fact is produced; the following 2. Vk € Keys + sub(k) ¢ Kp.
lemma shows that the only place this retagging can occur is 3. There is a node i6i with label+sub(t, v)
on a retagging strand. e
This definition is parameterized bymp, v, h and Keys;

in any given protocol, one would be interested in knowing
whether this property holds for some particular values of
Proof: Assumption 2 tells us that top-level-ill-tagged facts these parameters.

do not originate on honest strands. An argument similar to

that in the previous lemma rules out all penetrator strands a,ihentication

other tharR strands. O

Lemma 2. Every top-level-ill-tagged factt, f) originates
on aR strand.

We now consider the property of authentication. We con-
2.5 Security properties and attacks sider what it means for a particular rol2 to be authen-
ticated to another rolel. For authentication to hold, we
In this section we consider two typ|Ca| Security proper- would expect that whenever there is a strahaf rl, there
ties, namely secrecy and authentication, and produce genshould be a “corresponding” stranrd of r2; these strands
eric definitions of each. Our definitions are obtained by should agree upon the identities of the agents involved, and
generalizing those of Thayer Fabrega et al. [9], who con- Possibly upon the values of some other variables (e.g. a ses-
sider these properties for Speciﬁc protoco]sl sion key that is established); we capture this aspect by spe-
The definitions given by Thayer Fabrega et al. talk about Cifying that the strands should agree on the values of all
properties that should hold of the protocol under the as- variables from some sef>.
sumption that the penetrator does not have access to certalBefinition 2. Let templ andtemp? be templates for two
sets of keys. For example, the properties one would expect ) . .
to hold will depend on whether or not an agent is running roles; letX be a set of variables of those templates;ilet

. andh2 be positive integers; and lé&feys be a set of func-
the protocol with either the penetrator or someone whose . . : o
. - . tion templates. We define a failure of authentication to be
secret key has been compromised. Our definition will gen-

eralize this to a sekeys, representing some keys that the where each of the following holds:
penetrator may or may not have; this will be a set of func- 1. There is a strandl = subl(templ) with C-height at

tion templates, for exampleS K (a), SK (b)}, representing leasthl.
the secret keys of the agentandb. Given a substitution
function sub for a particular strand, each kdy € Keys 2. Vk € Keys - subl(k) ¢ Kp.

will take the valuesub(k); recall that we assume that the
penetrator has access to the set of kBys hence we can
say that the penetrator knows none of the keys as follows:
VE € Keys « sub(k) ¢ Kp. This definition is parameterized ympl, temp2, X, h1,
h2 andKeys.

3. Thereis no stranek = sub2(temp2) with C-height at
leasth2 such that'z € X « subl(z) = sub2(x).

Secrecy .
3 How tagging prevents type flaw attacks
We now give a generic definition of secrecy. The defini-

tion will say that there is a breach of security when there is In this section we prove our main result, that if there is an
some strand (of some m.|n|mal length) where certain _keys attack upon a protocol under the tagging scheme, then there
ha\{e not bgen compromsed_, and the value of a partlcularis an attack under the tagging scheme such that all fields are
variablev (intended to remain secret) becomes known to correctly tagged. More precisely, we show that whenever
the penetrator. there is an attack upon a protocol under the tagging scheme,

Definition 1. Let temp be the template for some role; let 3We are assuming that these variables are given the same irathes

(t,v) be a tagged variable aémp; |eth be a positive in- o different templates: this is not strictly necessaryt &mpliies the
teger; and letKeys be a set of function templates. We notation.



then we can construct a renaming functigrover tagged
facts, such that uniformly renaming all tagged facts under
this function produces an attack in which all fields are cor-
rectly tagged.

Informally, if an honest agent is willing to accept some
ill-tagged fact(¢, f), then that agent’s behaviour must be
essentially independent ¢f, and so he should be willing
to acceptanyvalue in its place; in particular, he should be
willing to accept the tagged faet(z, f) (which will have
the tagt) in place of(¢, f). We proceed as follows:

1. In Section 3.1 we define the properties thahust sat-
isfy, and show that suchg@can always be constructed.

2. In Section 3.2 we show that # is an honest strand,
then¢(S) (renaming all the facts of by ¢) is also an
honest strand.

3. In Section 3.3 we similarly show that § is a pen-
etrator strand, then there are one or two penetrator
strands having the same set of nodeg @), although
possibly with a slightly different strand structure.

4. In Section 3.4 we show that given a bundlethere
is a corresponding bund® where all terms are well-
tagged; this bundle will contain the same set of terms
on its nodes as(C), although possibly with a slightly
different strand structure; we also show that a fact is
uniquely originating inC' if it is uniquely originating
inC.

5. Finally, in Section 3.5 we show that if there is an attack

5. ¢ distributes through encryptions that are top-level-
well-tagged:

S(tshan {tF3) = {tshers {60 ourny )
if ts = get-tags(if).

6. ¢ respects inverses of keys: Afandk’ are inverses
of one another, when considered as keys of tyiies
andtk’, theno(tk, k) and¢(tk’, k') are also inverses
of one another, when considered as keys of tyiies
andtk’.

7. If (¢, f) appearsirC, and(t, f) is top-level-ill-tagged,
theng(t, f) € T. (Recall thafl" is the set of messages
the penetrator can produce himself.)

8. Wheng is applied to a top-level-ill-tagged fatt of C,
it produces a fact that is essentially new, that is a fact
that has no subfact in common with(#f') for any
other facttf’ of C:

Vif € facts(C)
—top-level-well-tagged(tf) A f C o(tf) =
Vif' € facts(C) « tf ¥ tf' = f 7 o(tf"),

where facts(C) is all the facts and subfacts of nodes
of C.

Note that condition 8 implies that is injective over the
facts ofC.

We now show that it is always possible to find suaft a

in C, then there is similarly an attack . Lemma 3. Given a bundl& there is some renaming func-
tion ¢ for C.

3.1 Defining the renaming function i ) ) )
Proof: The following method gives a recipe for constructing

such ag. We build the definition ofs from the bottom up,
defining it over the subfacts of a fact before the fact itself.
Consider, then, a tagged fagt f), and suppose we have
defined¢ over all subfacts off. We use a case analysis to
constructp(t, f):

The following definition captures the required properties
of ¢:

Definition 3. Given a bundl€, we define

¢ : TaggedFact — TaggedFact

to be arenaming functiorior C if:

1. ¢ preserves top-level tags: (¢, f) = (¢, f') then
t=t.

2. ¢ returns well-tagged termsiell-tagged(o(tf)).

3. ¢ is the identity function over well-tagged terms: if
well-tagged(tf) theng(tf) = tf.

4. ¢ distributes through concatenations that are top-level-
well-tagged:

g(pair, (1f1,1£2)) = (pair, (4(1f1), 6(1/2))).

1. If —top-level-well-tagged(t, f) then pick a new val-
ue f' from T (for condition 7) such thatwell-
tagged(t, f'), and none of the atoms ¢f has been
used previously (for condition 8); defing(t, f) =
(. f').

One proviso to this concerns keys: we should define
¢ over pairs of inverse keys simultaneously. if
andk2 are inverses of one another, when considered
as keys of typesk1 andtk2, then pickk1’ and k2’
from T such that: well-tagged(tk1, k1) and well-
tagged(tk2, k2"); (tk1,k1") and (tk2,k2') are in-
verses; and none of the atomsidf or k2’ has been
used previously. Then defingtkl1, k1) = (tk1, k1")
ando(tk2, k2) = (tk2, k2').



2. If well-tagged(t, f) then definep(t, f) = (¢, f) (for Henceg(t;, sub(v;)) = (t;, sub(v;)) for eachi. So:
condition 3).

¢ (sub(tt))
3. 1f (t.f) = (pair, (tf1,1£2)) then defineg(t, f) = — (t, g(sublon).. ... subv))
(pair, (¢(#f1), ¢(#f2))) (for condition 4). = (tt is well tagged; using the aboye
415 (4, ) = (it (1) with 15 = get-tags(if) (1 9(@(t1, sub(v1))2, ..., Gltn, sub(vn))2))
then definep(t, f) = ({lts[ber, {S(t) (14 4),) (fOr = (dEfInItI(,)n of sub') ,
condition 5). (t=£{((<ng (v1), ..., sub’(vn)))
= Su .

The only assumption we need is tHais big enough: we

need to assume that the penetrator has access to sufficient e Caseit is a pair, sayt = (pair, (tf1,tf2)); then:
supplies of values that he can always produce a new value

in step 1. In practice, it is reasonable to assume that he is ¢(sub(tt))

always able to produce new atomic facts, and use these to = ¢(pair, (sub(tf1), sub(tf2)))
= (condition 4 of Definition 3

- =
create new compound facts. (pair, (é(sub(tf1)). d(sub(tF2)))
= (inductive hypothesbs

3.2 Regular strands (pair, (sub' (tf1), sub' (tf2)))
sub' (pair, (tf1,tf2)).

In this section we show that § is a regular strand, then . .
so is¢(S). By definition, S must be an instantiation of o Casettis an encryption, say
a strand templatéernp under a substitution functiosub. tt = ({t'Bre. L ) }i)-
Consider the strand’ formed by instantiatingemp using

the substitution functiorub’ defined by: Then:

. S(sub({t' b, (' £ 1)
ub(e) = 9t ub(v))z = 6t D b 1) )

wheret is the unique tag fov in temp. condition 5 of Definition 3

=
! ! !
Note thatS’ is also a regular strand, from our definition. (j{\td\}m,.wﬁwb(th,f N3} o((kt,sub(k))s)
The following lemma shows that the translation fran (m uctive hypot es)s

to S’ corresponds toa renaming Undﬂﬁ.e. @(S) — g ({‘t”‘}kh ’{Sub’(tn’f’)’}sub’(kt,k)z
= sub ({1t }ee, {5 f) }1))-

Lemma 4. Lettemp, ¢, sub andsub’ be as above; then

o(sub(temp)) = sub'(temp).
(s ) ( ) 3.3 Penetrator strands

Proof: Let ¢t be a tagged template tamp. We show that .
B(sub(tt)) = sub'(tt). Assumption 1 allows us to proceed We now show that given the penetrator strandsCof

by induction over the structure of as follows: and a renaming function, we can construct correspond-
ing strands in a bundi&’, formed by replacing each tagged
o Casett is avariable, sayt = (¢, v); then: facttf in C by ¢(¢f). We consider the possible cases one by
one, giving the stranf in C and its corresponding strait
p(sub(tt)) in C'. In the case of th& strand, we will change the strand
= @(t, sub(v)) structure, but we will keep the same set of tagged facts.
= (by definition ofsub') _
(t, sub' (v)) M Text message LetS_ = (+(t,z)) with z € T ar_1dwell-
— subl (t) tagged(t, z). DefineS’ = (+¢(t, x)), which is anM

strand becausg(t, z) = (¢,z) andz € T.

e Casett is a function application, say F Flushing LetS = (—tf). DefineS’ = (—¢(tf)), which
is anF strand.

T Tee LetS = (—tf, +if, +tf). Define

For sub(tt) to be defined, we must have that S — (—o(t ¢ ¢
(t1, sub(v1)), ..., (t., sub(v,)) are all correctly tag- (=0 (tf), +9(tf), +6(tf),
ged, where,, ...,t, are the tags fooy, ..., v, in tt. which is aT strand.



C Concatenation
LetS = (—tf1, —tf2, +(pair, (¢f1, tf2))). Define

S" = (=¢(tf1), —¢(tf2), +¢(pair, (1, tf2)))
which is a valid concatenation strand, because
¢(pair, (if1,1f2)) = (pair, (¢(1f 1), 6(tf2)))
by condition 4 of Definition 3.

S Separation
LetS = (—(pair, (#f1,1f2)), +tf1, +f2). Define

S" = (—o(pair, (1, 1f2)), +6(tf1), +¢(tf2))

which is a valid separation strand, again by condition 4
of Definition 3.

K Key LetS = (+(tk, k)) with well-tagged(tk, k) andk €
Kp. DefineS' = (+¢(tk, k)) = (+(tk, k)), which is
aK strand.

E Encryption
Let S = (—(tk, k), —tf,
ts = get-tags(if). Define

—o(tf), +o({tslher, {tf}15)

which is a valid encryption strand because

d({tshn, {tF3") = {tslen {6 Yok 1))
by condition 5 of Definition 3.

+({tsler, {tf }1F)) where

S' = <_¢(tk= k)7

D Decryption

LetS = (—(tk', k"), —({tslr, {tf }IF), +1f), with &
andk’ inverses of one another. Define

S' = (=p(tk". k"), —p({tsler, {tF}i"), +o(tf))

which is a valid decryption strand, because

S(tshe, {tF3i) = (tslher, {0 oiunn)

by condition 5 of Definition 3, ands(tk’, k') and
¢(tk, k) are inverses of one another by condition 6 of
Definition 3.

R Retagging Let S = (—(t1, f),+(t0, f)). We pro-
ceed in two stages. We first construct the pair of
strands{(—¢(t1, f)), which is a strand of typ&, and
(+¢(t0, f)). If =top-level-well-tagged(t0, f) then this
latter strand is of typ#, from condition 7 of Defini-
tion 3, and we are done; see Figure 1 for a depiction of
the strands i€ andC’.

Otherwise,top-level-well-tagged(t0, f), i.e. S retags
f with a correct tag. Let0 andn(’ be the negative

C , ¢
1
o -tLh 1 -o(tLh) @ M
R
1
1
® +t0f) ' +gt0f) @ F
1

Figure 1. Replacing R strands (part 1)

and positive nodes af, respectively. See Figure 2.
We show that some earli& strand, possibly this one,
has initial node labelled with-(¢0, f). If t1 = t0

we are done. Otherwisgl, f) is top-level-ill-tagged,
and so(t1, f) originated on anotheR strand, from
Lemma 2. We proceed similarly with thR strand:

let n1 andnl’ be the two nodes, and let the term on
the first node be-(¢2, f); if {2 = ¢0 we are done;
otherwise(¢2, f) originated on anotheR strand. Con-
tinuing in this way, we can form a sequence of earlier
and earlieR strands, each retagging Because the
bundle is finite, this process must eventually stop, by
reaching arR strand where the first node, callsitk,
has label-(t0, f). Letn be the predecessor under

of nk.

no%Onk

R

+(tkf) ®nk

(t2,) enl

R

+tLf) enl

-(t1,f) en0
R
O & on0’

Figure 2. Replacing R strands (part 2)

We can construct new strands i as in Figure 3.
Nodesn(’ andnk are removed; each of the other neg-
ative nodes on thR strands is replaced by &hstrand;
each of the other positive nodes on tRestrands is



o(n) @

+¢ftk,f) ® @(nk)
M

—¢t2,f) @ ¢(nl)

¢(t0,f) F

+gtLH @ olnl)

—g(t1,9) . o(n0)

Figure 3. Replacing R strands (part 3)

replaced by amM strand (these nodes were ill-tagged
in C, so the corresponding facts ¥ are elements
of T); if n0' had a— successor i€ then the cor-
responding node irC’ becomes the— successor

of ¢(n).
3.4 Bundles and unique origination

We have described, above, how the nodes from butidle
are replaced with nodes in bundle The graph structure of
C' is mostly the same as that@fwith each edge of the form
+n — —n in C replaced by an edge¢(n) — —¢(n)
in C'; the exception concerr® strands, which is dealt with
above.

new bundleC” by replacing theM strands fronC’ appro-
priately.

Note that if one origin off, correspondsto case 3, above,
thenall origins of fy will correspond to case 3, because
of condition 8 of Definition 3. Suppose there are multiple
such origins forf, in C’, sayk in number. We fornC" by
replacing thek suchM strands by a singl strand and
k — 1T strands, as illustrated in Figure 4 in the céase 3.

v oth ¢
o Oth
o Ot _g
o 0o
o  OtD _ o

Figure 4. Achieving unique origination

The results of the previous four subsections can be sum-
marized in the following theorem:

Theorem 1. If C is a bundle (under our tagging scheme)

We now consider the question of unique origination. We then there is a renaming functignand a bundl&”, such

produce a bundl€” with the same honest strands @ls

but where no term is non-uniquely originating in the new

bundle unless it was non-uniquely originating’in
Firstly, note that if factf, originates on an honest node

in C', then f, originates on the corresponding honest node

in C. There are three circumstances under whighcan
originate on a penetrator stranddh

1. fp originates on aiM strand corresponding to an oc-
currence offy on the correspondinil strand inC;

2. fo originates on & strand corresponding to an occur-
rence offy on the correspondini§ strand inC;

3. fo originates on amMM strand corresponding to an oc-
currence of a top-level-ill-tagged ter(n, f) on anR
strand inC, with fo C ¢(t, f).

The first two possibilities do not raise any problems, for if
the term originates multiple times @ in these ways, then
fo originates multiple times ii€. However, the third pos-
sibility introduces an origin not presentih We produce a

that:

e C" contains the tagged facts @f(considered as a set),
renamed byp;

¢ C" contains the same honest strandg asiodulo the
above renaming;

e facts are uniquely originating if” if they were un-
iquely originating inC;

o all tagged facts i®” are well-tagged.
3.5 Attacks

We now show that attacks upon the protocol are pre-
served by the transformation above. We show that if there
is an attack irC, then there is a corresponding attack’ify
thatis, essentially the same attack will work, but using well-
tagged facts.



Secrecy

Following Definition 1, suppose there is an failure of
secrecy irC as follows:

1. There is a strand = sub(temp) with C-height at
leasth.

2. Yk € Keys - sub(k) ¢ Kp.
3. There is a node with label+sub(t,v).

We show that there is a corresponding attack’ih Let
substitutionsub’ be defined as in Section 3.2:

sub'(v) = ¢(t, sub(v))a,
wheret is the unique tag fov in temp.

Then:

1. There is a strand’ = sub'(temp) = ¢(sub(temp))
with C"-height at least, corresponding te, from the
way we have constructed the honest strand¥'of

2.Vk € Keys - sub'(k) ¢ Kp, becausesubd'(k) =
sub(k) for suchk.

3. The node corresponding towill have label

+sub'(t,v) = ¢(sub(t,v)).

Authentication

Following Definition 2, suppose there is an failure of au-
thentication inC as follows:

1. There is a strandl = subl(templ) with C-height at
leasthl.

2. Vk € Keys « subl(k) ¢ Kp.

3. Thereis no strang? = sub2(temp2) with C-height at
leasth2 such that'z € X « subl(z) = sub2(x).

We show that there is a corresponding attack’ih Let
substitutionsubl’ be defined as in Section 3.2:

subl'(v) = ¢(t, subl(v))a,
wheret is the unique tag foo in temp1.

Then:
1. Thereis a strand
s1" = subl’(templ) = ¢(subl(templ))

with C"-height at least 1, corresponding ta1, from
the way we have constructed the honest strand¥' of

2. Yk € Keys » subl’(k) ¢ Kp, becauseubl'(k) =
subl(k) for suchk.

3. Thereis no stransl’ = sub2'(temp2) with C"'-height
at leasth2 such thatvz € X - subl'(z) = sub2'(z).
Suppose there were such &i; then, by the way we
have constructed the honest strand€'ln s2' would
correspond to some strandl” = sub2" (temp2) with
C-height at leash?2 such that:

Yv € Var -
sub2'(v) = ¢(t, sub2"(v))a
wheret is the unique tag for in temp2.

But then we would have for evenye X:

o(t, subl(z))s = subl'(x)
= sub2'(z)
o(t, sub2"(z))2

wheret is the tag forz in templ andtemp2. But
then by the injectivity of) we would havesubl(z) =
sub2"(x), contradicting part 3 of the assumption.

3.6 Example: the adapted Needham-Schroeder
Public-Key Protocol

We now show how the results of this paper apply to
the adapted Needham-Schroeder Public-Key Protocol, con-
sidered in Section 1. The two roles of this protocol can be
defined by the strand templates:

Init =

(+({Inonce, agent} public-key :
{(nonce, na), (agent, a)}PK(b)),
—({Inonce, nonce, agent |} public-key ;
{(nonce, na), (nonce, nb), (agent, a)}PK(n’)),
+({{noncel} puplic-key , { (nonce, nb) } .y )
Resp =

<_({‘ nonce, agent‘}public-key:
{(nonce, na), (agent, a)}PK(b)),
+({/nonce, nonce, agent} public-key ;
{(nonce, na), (nonce, nb), (agent, (1)}PK((L))7

3

—({{noncel} public-key ; { (nonce, nb) } p e ) ))-

The analysis of this protocol in [9] establishes a num-
ber of properties of the protocol, under the strong typing
abstraction, and under the additional assumptions that the
responder never introduces the same valuenforls that
received foma, and that nonces are uniquely originating.

For example, Proposition 5.2 of that paper establishes,
the following ‘responder’s guarantee’ in any bundle in
which there is a responder’s stragtl = subl(Resp) such
that sub1(SK(a)) ¢ Kp, there is a corresponding initi-
ator's strands2 = sub2(Init) such thatsubl and sub2



agree oru, b, na andnb. This means that there is no fail- tag number containing the same number of bits, to ensure

ure of authentication under our Definition 2 (withmpl = unigue readability).
Resp, temp2 = Init, X = {a,b,na,nb}, hl =3,h2 =3 Recall the seven message version of the adapted Need-
andKeys = {SK (a)} in the notation of that definition). ham-Schroeder Public-Key Protocol:
We can immediately use the main result of this paper to
deduce that the tagging scheme ensures that there is still no Msgl. a—s : b
failure of authentication when the strong typing abstraction Msg2. s —a : {PK(b), b}SK(S)
is dropped. Msg3. a—b : {na,a}pygy,

Msg4. b—s : a
Msgb. s —b : {PK(a),a}gx
Msg6. b—a : {na,nb,b}pu,

4 Conclusions

In this paper, we have shown that all type flaw attacks
may be cheaply prevented by tagging each field with its in- Msg7. a—b : {nb}pgy)-
tended type, and having honest participants check the tagﬁ.
of incoming messages. Our results generate no extra workg
in implementing protocols save adding a few extra bits of
information into each message of the protocol; they gener- nonce =
ate no extra work in protocol analysis: protocols that have agent
been proved correct under the strong typing abstraction are public
automatically secure under our scheme. pair =

We have considered the properties of secrecy and authen- ) - o
tication, but would expect the results to apply for other se- 1hese type identifiers would then appear as the initial part
curity properties, such as anonymity and non-repudiation, ©f €2ch message, and inside pair types and encryption types.
that can also be expressed in terms of correspondence/Nder this approach, the implementation would become:
between agent strands.

his uses eight distinct types, and to each of these we could
ive a different tag number, represented in three bits:

{ipublic, agentl}secrer = 4,
, {Inonce, agent|} public
, {Inonce, nonce, agent/} public

) {|"0”C6|}pub|ic =

I
w N RO

S,
6,
7

The key idea of the proof of the result was to show Loa=s: (1,0)
that any bundle corresponding to runs of the protocol can 2. s—a: (4,{,((2 PK®), 1, b)))}SK(s))
be transformed into another bundle in which all messages 3. a —b : (5,{(3,((0,na),(1,a)))} px )
are correctly tagged, with equivalent strands of the protocol 4. p 5 5 (1,a)
agents, and equivalent information available to the penet- 5. 55b ¢ (4,{(3,((2, PK(a)),(1,a)))} )
rator. Hence if there is such a bundle corresponding to an o Y SK(s)
attack, then its transformation corresponds to an essentially 6- © =@ : (6,1(3,((0, na),

similar but well-tagged attack, demonstrating that the at- (3, ((0,mb), (1,a))))} prc(a))

tack is not based around a type flaw. Such a transformation 7. a —b : (7, {(0,75)} preny)-

is possible because of the requirement that protocol agents

check all tags they have access to. lll-tagged messages wilfAs discussed earlier, we would still need to add information
not effect the agent's behaviour in any essential way, andto the pair tag giving the lengths of the components, and we
so might as well be replaced by messages that do have thavould need to add redundancy to the body of encryptions
correcttags. This is what is achieved by the renaming func-S0 as to implement the perfect encryption assumption.

tion ¢. It is important to realize that the results presented here
do not depend for their validity on the exact type structure
4.1 Implementing the tagging scheme used in examples in this paper.

The central theorem guarantees that using the tagging

One possible approach to implementation would be to Scheme will prevent attacks that rely on type confusion
follow the structure of theag type. We could construct P€tween two typeshat have distinct tags Different tag-
distinct bit patterns for each atomic type, and two more bit 91N9 schemes distinguish different types, result_mg in differ-
patterns to indicate a pair or encryption. Compound typese”t guarant_ees about_what type flaw at_tacks will be preven-
could then be represented by concatenations of these basit€d- SO, for instance, if we used a tagging scheme of
bit patterns.

However, this would be somewhat inefficient, especially
with complex types. A better approach is to identify all then we would prevent all attacks involving passing off
of the different types which are used in the execution of the atoms as encryptions or pairs, but not attacks where a nonce
protocol, and assign a unique tag number to each (with eachs used in place of an agent’s identity.

Tag ::= atom | pair | enc Tag* Tag



Furthermore, since the penetrator can always manipu-rely on type flaws, and the tagging scheme guarantees that
late top-level tags and tags that are not protected by an enthe result can be extended to cover all type confusion attacks
cryption, such tags provide no useful guarantees and camot considered by the model checking.
be safely omitted. Thus in practice protocol implementa-
tions need only tag messages within encryptions, resultingAcknowledgements
in even less of a tagging overhead.

We believe that the tagging scheme could be simplified  we would like to thank Joshua Guttman and the anonym-

further, by combining the tags inside each encrypted com-ous referees for their useful comments on this paper.
ponent into a singleomponent numbewe believe this

would be reasonably straightforward to prove formally. In
fact, using component numbers in this way provides more
protection than simply tagging fields with their types, be-
cause it would prevent the penetrator replaying one com-

ponent in the place of another with the same type, for ex- Engineering 22(1):6-15, 1996. Also in Proceedings of the

ample, replaying the encrypted component from message 3 1994 IEEE Symposium on Security and Privacy, and Digital
of the Woo and Lam Protocol as a message 5. The advant-  gquipment Corporation Systems Research Center, Research
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We anticipate that our work will be of much use to pro-
tocol analysers using model checkers, who often use tech-
nigues that will not detect type flaw attacks. In such situ-
ations, it is a simple matter to decide which tagging scheme
to use: the tagging scheme used in the implementation of
the protocol should match the typing scheme in the model.
In this way, the model checker tests for attacks that do not



